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QUESTION 1
Which two protocols are used by the management plane in a Cisco I0S device? (Choose two)
A. DHCP

B. FTP
C.NTP

D. CHAP

E. IKEv2

F. NETFLOW
G. PAP

H. TLS

I. 3DES

Correct Answer: BF

QUESTION 2

Which Cisco ISE profiler service probe can collect information about Cisco Discovery Protocol?
A. DHCP SPAN

B. RADIUS

C. SNMP Query

D. NetFlow

E. HTTP

F. DHCP

Correct Answer: C

QUESTION 3

When TCP Intercept is enabled in its default mode, how does it react to a SYN request?

A. It monitors the sequence of SYN, SYN-ACK, and ACK messages until the connection is fully established.
B. It monitors the attempted connection and drops it if it fails to establish within 30 seconds.

C. It allows the connection without inspection.
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D. It intercepts the SYN before it reaches the server and responds with a SYN-ACK.
E. It drops the connection.

Correct Answer: D

QUESTION 4

Which statement about securing connection using MACsec is true?

A. ISAKMP protocol is used to manage MACSec encryption keys

B. It Is implemented after a successful MAB authentication of supplicant

C. The Switch uses session keys to calculate encrypted packet ICV value for the frame Integrity check
D. A Switch configured for MACSec can accept MACSec frames from the MACSec client

E. It secures connection between two supplicant clients

F. It provides network layer encryption on a wired network

Correct Answer: F

QUESTION 5
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Refer to the exhibit R3 is the Key Server in GETVPN VR-Aware implementation. The Group Members for the site_a
registers with key server via interface address 10.1.20.3/24 in the management VRF "mgmt.". The GROUP ID for the
site_a is 100 to retrieve group policy and keys from the key server.

The traffic to be encrypted by the site_a Group Members is between 192.168.4.0/24 and 192.168.5.0/24. Preshared-key
used by the Group members to authenticate with Key servers is "cisco". It has been reported that group Members are
unable to perform encryption for the traffic defined in the group policy of site_a. what could be the issue?

A. Incorrect encryption traffic defined in the group policy

B. Incorrect mode configuration in the transform set

C. Incorrect password in the keyring configuration

D. Incorrect security-association time in the IPsec profile
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E. Incorrect encryption in ISAKMP policy
F. The GDOI group has incorrect local server address
G. The registration interface in not part of management VRF "mgmt"

Correct Answer: AG
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