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QUESTION 1

MACsec, which is defined in 802.1AE, provides MAC-layer encryption over wired networks. Which two statements about
MACsec are true? (Choose two.)

A. Only links between network access devices and endpoint devices can be secured by using MACsec.
B. MACsec is designed to support communications between network devices only.
C. MACsec manages the encryption keys that the MKA protocol uses.

D. A switch that uses MACsec accepts either MACsec or non-MACsec frames, depending on the policy that is
associated with the client.

Correct Answer: AD

QUESTION 2
Which RFC outlines BCP 84?
A. RFC 3704
B. RFC 2827
C. RFC 3030
D. RFC 2267
E. RFC 1918

Correct Answer: A

QUESTION 3

What is a key characteristic of MSTP?

A. always uses a separate STP instance per VLAN to increase efficiency
B. only supports a single STP instance for all VLANs

C. is a Cisco proprietary standard

D. several VLANs can be mapped to the same spanning-tree instance

Correct Answer: D

QUESTION 4

Which protocol provides the same functions in IPv6 that IGMP provides in IPv4 networks?
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A. ICMPv6
B. ND

C. MLD

D. TLA

Correct Answer: C

QUESTION 5

In an 802.11 wireless network, what would an attacker have to spoof to initiate a deauthentication attack against
connected clients?

A. the BSSID of the AP where the clients are currently connected
B. the SSID of the wireless network

C. the MAC address of the target client machine

D. the broadcast address of the wireless network

Correct Answer: A
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