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QUESTION 1

A network engineer is deciding whether to use stateful or stateless failover when configuring two ASAs for high
availability. What is the connection status in both cases? 

A. need to be reestablished with stateful failover and preserved with stateless failover 

B. preserved with stateful failover and need to be reestablished with stateless failover 

C. preserved with both stateful and stateless failover 

D. need to be reestablished with both stateful and stateless failover 

Correct Answer: B 

 

QUESTION 2

Which two endpoint measures are used to minimize the chances of falling victim to phishing and social engineering
attacks? (Choose two) 

A. Patch for cross-site scripting. 

B. Perform backups to the private cloud. 

C. Protect against input validation and character escapes in the endpoint. 

D. Install a spam and virus email filter. 

E. Protect systems with an up-to-date antimalware program 

Correct Answer: DE 

Phishing attacks are the practice of sending fraudulent communications that appear to come from a reputablesource. It
is usually done through email. The goal is to steal sensitive data like credit card and login information,or to install
malware on the victim\\'s machine. 

 

QUESTION 3

Which Cisco Advanced Malware protection for Endpoints deployment architecture is designed to keep data within a
network perimeter? 

A. cloud web services 

B. network AMP 

C. private cloud 

D. public cloud 

Correct Answer: C 
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QUESTION 4

What is a characteristic of a bridge group in ASA Firewall transparent mode? 

A. It includes multiple interfaces and access rules between interfaces are customizable 

B. It is a Layer 3 segment and includes one port and customizable access rules 

C. It allows ARP traffic with a single access rule 

D. It has an IP address on its BVI interface and is used for management traffic 

Correct Answer: A 

Reference: 

https://www.cisco.com/c/en/us/td/docs/security/asa/asa95/configuration/general/asa-95- generalconfig/intro-fw.html 

Note: BVI interface is not used for management purpose. But we can add a separate Management slot/port interface
that is not part of any bridge group, and that allows only management traffic to the ASA. 

 

QUESTION 5

What is a capability of Cisco ASA Netflow? 

A. It filters NSEL events based on traffic 

B. It generates NSEL events even if the MPF is not configured 

C. It logs all event types only to the same collector 

D. It sends NetFlow data records from active and standby ASAs in an active standby failover pair 

Correct Answer: A 
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