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QUESTION 1

Email security has become a high priority task for a security engineer at a large multi- national organization due to
ongoing phishing campaigns. To help control this, the engineer has deployed an Incoming Content Filter with a URL
reputation of (-10 00 to -6 00) on the Cisco ESA. 

Which action will the system perform to disable any links in messages that match the filter? 

A. Defang 

B. Quarantine 

C. FilterAction 

D. ScreenAction 

Correct Answer: B 

Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/esa-contentfilters.pdf 

 

QUESTION 2

Which two devices support WCCP for traffic redirection? (Choose two.) 

A. Cisco Secure Web Appliance 

B. Cisco IOS 

C. proxy server 

D. Cisco ASA 

E. Cisco IPS 

Correct Answer: BD 

Explanation: Web Cache Communication Protocol (WCCP) is supported on Cisco IOS routers and Cisco ASA firewalls.
WCCP allows these devices to redirect traffic to a WCCP- capable device, such as a web cache or a Cisco Secure Web
Appliance, for processing. This redirection can be used for tasks like content filtering, web caching, and load balancing. 

 

QUESTION 3

What is the primary role of the Cisco Email Security Appliance? 

A. Mail Submission Agent 

B. Mail Transfer Agent 

C. Mail Delivery Agent 

D. Mail User Agent 
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Correct Answer: B 

https://www.cisco.com/c/dam/en/us/td/docs/solutions/SBA/February2013/Cisco_SBA_BN_
EmailSecurityUsingCiscoESADeploymentGuide-Feb2013.pdf 

 

QUESTION 4

On which part of the IT environment does DevSecOps focus? 

A. application development 

B. wireless network 

C. data center 

D. perimeter network 

Correct Answer: A 

 

QUESTION 5

Which parameter is required when configuring a Netflow exporter on a Cisco Router? 

A. DSCP value 

B. Source interface 

C. Exporter name 

D. Exporter description 

Correct Answer: C 

An example of configuring a NetFlow exporter is shown below:flow exporter Exporterdestination
192.168.100.22transport udp 2055 
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