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QUESTION 1

A security audit recently revealed that an administrator is using the same password of C1$c0448845217 for his personal
account across multiple systems. What must be implemented by the company to reduce the chances of this happening
again?

A. centralized user authentication

B. role based access control

C. security awareness training

D. strict password policies

Correct Answer: D

QUESTION 2

An engineer is adding a Cisco router to an existing environment. NTP authentication is configured on all devices in the
environment with the command ntp authentication-key 1 md5 Clsc427128380. There are two routers on the network that
are configured as NTP servers for redundancy, 192.168.1.110 and 192.168.1.111. 192.168.1.110 is configured as the
authoritative time source. What command must be configured on the new router to use 192.168.1.110 as its primary
time source without the new router attempting to offer time to existing devices?

A. ntp server 192.168.1.110 primary key 1

B. ntp peer 192.168.1.110 prefer key 1

C. ntp server 192.168.1.110 key 1 prefer

D. ntp peer 192.168.1.110 key 1 primary

Correct Answer: C

QUESTION 3

When web policies are configured in Cisco Umbrella, what provides the ability to ensure that domains are blocked when
they host malware, command and control, phishing, and more threats?

A. Application Control

B. Security Category Blocking
C. Content Category Blocking
D. File Analysis

Correct Answer: B
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QUESTION 4

Which Cisco Umbrella package supports selective proxy for inspection of traffic from risky domains?
A. DNS Security Advantage

B. SIG Essentials

C. DNS Security Essentials

D. SIG Advantage

Correct Answer: A

QUESTION 5
What is a difference between Cisco AMP for Endpoints and Cisco Umbrella?
A. Cisco AMP for Endpoints is a cloud-based service, and Cisco Umbrella is not.

B. Cisco AMP for Endpoints prevents connections to malicious destinations, and Cisco Umbrella works at the file level
to prevent the initial execution of malware

C. Cisco AMP for Endpoints automatically researches indicators of compromise and confirms threats and Cisco
Umbrella does not

D. Cisco AMP for Endpoints prevents, detects, and responds to attacks before damage can be done, and Cisco
Umbrella provides the first line of defense against Internet threats

Correct Answer: D

https://learn-umbrella.cisco.com/i/802005-umbrella-security-report/3?
https://lwww.cisco.com/site/us/en/products/security/endpoint-security/secure-
endpoint/index.html#:~:text=Powerful%20EDR%20capabilities,from%20Kenna%20Security . Cisco Advanced Malware
Protection (AMP) for endpoints can be seen as a replacement for the traditional antivirus solution. It is a next
generation, cloud delivered endpoint protection platform (EPP), and advanced endpoint detection and response (EDR).
Providing Protection ?Detection Response While Cisco Umbrella can enforce security at the DNS-, IP-, and HTTP/S-
layer, this report does not require that blocking is enabled and only monitors your DNS activity. Any malicious domains
requested and IPs resolved are indicators of compromise (IOC). Any malicious domains requested and IPs resolved are
indicators of compromise (I0C)
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