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QUESTION 1

Refer to the exhibit. 

You are configuring a controller that runs Cisco IOS XE by using the CLI. Which three configuration options are used for
802.11w Protected Management Frames? (Choose three.) 

A. mandatory 

B. association-comeback 

C. SA teardown protection 

D. saquery-retry-time 

E. enable 

F. comeback-time 

Correct Answer: ABD 

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/5700/software/release/
ios_xe_33/11rkw_DeploymentGuide/b_802point11rkw_deployment_guide_cisco_ios_xe_release33/
b_802point11rkw_deployment_guide_cisco_ios_xe_release33_chapter_0100.pdf 

 

QUESTION 2

Which characteristic applies to the endpoint security aspect of the Cisco Threat Defense architecture? 

A. detect and block ransomware in email attachments 

B. outbound URL analysis and data transfer controls 

C. user context analysis 

D. blocking of fileless malware in real time 

Correct Answer: D 

 

QUESTION 3

What is one role of the VTEP in a VXLAN environment? 

A. to forward packets to non-LISP sites 
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B. to encapsulate the tunnel 

C. to maintain VLAN configuration consistency 

D. to provide EID-to-RLOC mapping 

Correct Answer: B 

 

QUESTION 4

How does CEF switching differ from process switching on Cisco devices? 

A. CEF switching saves memory by sorting adjacency tables in dedicate memory on the line cards, and process
switching stores all tables in the main memory 

B. CEF switching uses adjacency tables built by the CDP protocol, and process switching uses the routing table 

C. CEF switching uses dedicated hardware processors, and process switching uses the main processor 

D. CEF switching uses proprietary protocol based on IS-IS for MAC address lookup, and process switching uses in
MAC address table 

Correct Answer: B 

Cisco Express Forwarding (CEF) switching is a proprietary form of scalable switching intended to tackle the problems
associated with demand caching. With CEF switching, the information which is conventionally stored in a route cache is
split up over several data structures. The CEF code is able to maintain these data structures in the Gigabit Route
Processor (GRP), and also in slave processors such as the line cards in the 12000 routers. The data structures that
provide optimized lookup for efficient packet forwarding include: 

1.

 The Forwarding Information Base (FIB) table - CEF uses a FIB to make IP destination prefix-based switching decisions.
The FIB is conceptually similar to a routing table or information base. It maintains a mirror image of the forwarding
information contained in the IP routing table. When routing or topology changes occur in the network, the IP routing
table is updated, and these changes are reflected in the FIB. The FIB maintains next-hop address information based on
the information in the IP routing table. 

2.

 Because there is a one-to-one correlation between FIB entries and routing table entries, the FIB contains all known
routes and eliminates the need for route cache maintenance that is associated with switching paths such as fast
switching and optimum switching. 

3.

 Adjacency table - Nodes in the network are said to be adjacent if they can reach each other with a single hop across a
link layer. In addition to the FIB, CEF uses adjacency tables to prepend Layer 2 addressing information. The adjacency
table maintains Layer 2 next-hop addresses for all FIB entries. 

CEF can be enabled in one of two modes: 

1.

 Central CEF mode - When CEF mode is enabled, the CEF FIB and adjacency tables reside on the route processor,
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and the route processor performs the express forwarding. You can use CEF mode when line cards are not available for
CEF switching, or when you need to use features not compatible with distributed CEF switching. 

2.

 Distributed CEF (dCEF) mode - When dCEF is enabled, line cards maintain identical copies of the FIB and adjacency
tables. The line cards can perform the express forwarding by themselves, relieving the main processor - Gigabit Route
Processor (GRP) - of involvement in the switching operation. This is the only switching method available on the Cisco
12000 Series Router. 

CEF uses an Inter-Process Communication (IPC) mechanism to ensure synchronization of FIBs and adjacency tables
on the route processor and line cards. 

For more information about CEF switching, see Cisco Express Forwarding (CEF) White Paper. 

 

QUESTION 5

What gives priority on an egress interface, for database traffic that connected on an ingress interface, without changing
the CoS value? 

A. QoS group 

B. policy map 

C. CoS map 

D. class map 

Correct Answer: B 
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