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QUESTION 1

An engineer has created a bash script to automate a complicated process. During script execution, this error occurs:
permission denied. Which command must be added to execute this script?

A. chmod +x ex.sh
B. source ex.sh

C. chroot ex.sh

D. sh ex.sh
Correct Answer: A

Reference: https://www.redhat.com/sysadmin/exit-codes-demystified

QUESTION 2

Refer to the exhibit. Which command was executed in PowerShell to generate this log?

Max (K) Retain OverflowAction Entries Log

15,168 0 OverwriteAsNeeded 20,792 Application

15,168 0 OverwriteAsNeeded 12,559 System

15,360 0 OverwriteAsNeeded 11,173 Windows PowerShell

A. Get-EventLog -LogName*

B. Get-EventLog -List

C. Get-WinEvent -ListLog* -ComputerName localhost
D. Get-WinEvent -ListLog*

Correct Answer: A

Reference: https://lists.xymon.com/archive/2019-March/046125.html

QUESTION 3
A security engineer discovers that a spreadsheet containing confidential information for nine of their employees was
fraudulently posted on a competitor\\'s website. The spreadsheet contains names, salaries, and social security numbers.

What is the next step the engineer should take in this investigation?

A. Determine if there is internal knowledge of this incident.
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B. Check incoming and outgoing communications to identify spoofed emails.
C. Disconnect the network from Internet access to stop the phishing threats and regain control.
D. Engage the legal department to explore action against the competitor that posted the spreadsheet.

Correct Answer: D

QUESTION 4
Web Server
DMZ
Network
Internal | Internet
Network =~y
Firewall

Refer to the exhibit. Which two steps mitigate attacks on the webserver from the Internet? (Choose two.)
A. Create an ACL on the firewall to allow only TLS 1.3

B. Implement a proxy server in the DMZ network

C. Create an ACL on the firewall to allow only external connections

D. Move the webserver to the internal network

Correct Answer: BD

QUESTION 5

A security expert is investigating a breach that resulted in a $32 million loss from customer accounts. Hackers were able
to steal API keys and two-factor codes due to a vulnerability that was introduced in a new code a few weeks before the
attack.

Which step was missed that would have prevented this breach?
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A. use of the Nmap tool to identify the vulnerability when the new code was deployed
B. implementation of a firewall and intrusion detection system

C. implementation of an endpoint protection system

D. use of SecDevOps to detect the vulnerability during development

Correct Answer: D

Reference: https://securityintelligence.com/how-to-prioritize-security-vulnerabilities-in-secdevops/
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