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QUESTION 1

Which action should be taken when the HTTP response code 301 is received from a web application? 

A. Update the cached header metadata. 

B. Confirm the resource\\'s location. 

C. Increase the allowed user limit. 

D. Modify the session timeout setting. 

Correct Answer: A 

 

 

QUESTION 2

Which bash command will print all lines from the “colors.txt” file containing the non case-sensitive pattern “Yellow”? 

A. grep -i “yellow” colors.txt 

B. locate “yellow” colors.txt 

C. locate -i “Yellow” colors.txt 

D. grep “Yellow” colors.txt 

Correct Answer: A 

 

 

QUESTION 3

Refer to the exhibit. What is the connection status of the ICMP event? 
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A. blocked by a configured access policy rule 

B. allowed by a configured access policy rule 

C. blocked by an intrusion policy rule 

D. allowed in the default action 

Correct Answer: B 
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QUESTION 4

Refer to the exhibit. An engineer received a report that an attacker has compromised a workstation and gained access
to sensitive customer data from the network using insecure protocols. Which action prevents this type of attack in the
future? 

A. Use VLANs to segregate zones and the firewall to allow only required services and secured protocols 

B. Deploy a SOAR solution and correlate log alerts from customer zones 

C. Deploy IDS within sensitive areas and continuously update signatures 

D. Use syslog to gather data from multiple sources and detect intrusion logs for timely responses 

Correct Answer: A 

 

 

QUESTION 5
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Refer to the exhibit. Cisco Advanced Malware Protection installed on an end-user desktop has automatically submitted
a low prevalence file to the Threat Grid analysis engine for further analysis. What should be concluded from this report? 

A. The prioritized behavioral indicators of compromise do not justify the execution of the "ransomware" because the
scores do not indicate the likelihood of malicious ransomware. 

B. The prioritized behavioral indicators of compromise do not justify the execution of the "ransomware" because the
scores are high and do not indicate the likelihood of malicious ransomware. 

C. The prioritized behavioral indicators of compromise justify the execution of the "ransomware" because the scores are
high and indicate the likelihood that malicious ransomware has been detected. 

D. The prioritized behavioral indicators of compromise justify the execution of the "ransomware" because the scores are
low and indicate the likelihood that malicious ransomware has been detected. 

Correct Answer: C 
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