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QUESTION 1

An ISP is concerned about DoS attacks that tend to starve out legitimate flows by generating malicious traffic. A number
of techniques are being considered for the network edge. What are three correct statements regarding preventive
measures against DoS attacks? (Choose three.)

A. Implement ACLs because the filtering performance of routers is usually higher than their forwarding performance.

B. Implement uRPF strict mode because it works well in service provider environments, especially with asymmetrical
routing.

C. BGP Remote-Triggered Black Hole (RTBH) can be implemented by inducing a discard route for the destination.
However, this option, when used in its simplest form, has the potential to take the target offline.

D. BGP Remote-Triggered Black Hole (RTBH) and uRPF loose mode can be configured to collaborate towards
mitigating the DOS attack.

E. Implement strict QoS policers at the network edge for malicious flows where a classification ACL can be used to
dynamically add and delete a source address.

F. Implement control plane policing.

Correct Answer: CDF

QUESTION 2

You are working in a service provider voice NOC supporting a national VoIP network. The network underwent a capacity
expansion that added voice bearer trunks to a newly deployed media gateway. After the new trunks were configured
and placed into live service, the service desk began to receive complaints from end customers that their VoIP service is
not working for certain calls. The service desk is unable to resolve the problem and due to increasing troubles coming

in, they escalate to you.

Assuming that all physical layer option settings are verified to match carrier-provided specifications, which action should
you take to isolate the problem before escalating to the PSTN PTT carrier?

A. Verify IP connectivity between the media gateway controller and the media gateway.

B. Fail over the media gateway to its backup.

C. Identify which trunks are not functioning.

D. Verify that SIP versions are compatible between the media gateway controller and the media gateway.

Correct Answer: C

QUESTION 3

Assume that you have to manage a network with several remote locations. You are told that you need to collect
performance data from each remote location to access the total traffic that goes to the corporate office, that go to other
remote locations, and that go outside of the organization. Your low-bandwidth WAN connection that goes to the NOC
does not have enough bandwidth to allow for export of all of the data from the remote locations. What other option
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should you pursue?

A. Use time-division multiplexing algorithms to estimate performance data based on WAN bandwidth.

B. Use baseline performance information to calculate offset based on WAN bandwidth.

C. Use IF-MIB and CISCO-IF-EXTENSION-MIB to measure egress transmission efficiency.

D. Use a remote-management application to collect data at the remote site and send back the aggregated information.
E. Use historical data to estimate information at remote locations.

Correct Answer: D

QUESTION 4
Drag and drop term to its correct definition.
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Correct Answer:
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QUESTION 5

According to ITIL?v3 framework, which service operation process with regard to monitoring and control methods,
ensures that either the processes are being performed as intended (no circumvention and still fit for purpose) or that any
required changes or improvements need to be identified?

A. monitoring in test environments

B. reports and action plans

C. measurement, metrics, and key performance indicators (KPIs)

D. service operation audits

Correct Answer: D
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