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QUESTION 1

An RSA key pair consists of a public key and a private key and is used to set up PKI. Which statement applies to RSA
and PKI?

A. The public key must be included in the certificate enrollment request.
B. The RSA key-pair is a symmetric cryptography.
C. It is possible to determine the RSA key-pair private key from its corresponding public key.

D. When a router that does not have an RSA key pair requests a certificate, the certificate request is sent, but a warning
is shown to generate the RSA key pair before a CA signed certificate is received.

Correct Answer: A

An RSA key pair consists of a public key and a private key. When setting up your PKI, you must include the public key
in the certificate enroliment request. After the certificate has been granted, the public key will be included in the
certificate so that peers can use it to encrypt data that is sent to the router. The private key is kept on the router and
used both to decrypt the data sent by peers and to digitally sign transactions when negotiating with peers. Reference:

http:// www.cisco.com/c/en/us/td/docs/ios- xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-pki-
overview.html

QUESTION 2

Which three statements about the keying methods used by MACSec are true? (Choose three.)

A. Key management for host-to-switch and switch-to-switch MACSec sessions is provided by MKA.
B. A valid mode for SAP is NULL.

C. MKA is implemented as an EAPoL packet exchange.

D. SAP is enabled by default for Cisco TrustSec in manual configuration mode.

E. SAP is not supported on switch SVIs.

F. SAP is supported on SPAN destination ports.

Correct Answer: BCE

QUESTION 3

Refer to the exhibit.
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With the client attempting an implicit SFTP connection to the SFTP server, which mode works by default?

A. passive

B. neither passive nor active

C. active

D. both passive and active

Correct Answer: B

The ASA firewall has issues in regards of handling this type of connections. Normally when regular FTP is used, the
ASA sees the payload on the FTP control channel and does the proper NAT translations when using passive mode,
when using active, he sees the IP addresses and let the data connection to be established. On the other hand, since on

the secure methods (FTPS and SFTP), the control channel is encrypted, the ASA has not way to determine the ports
being used .

QUESTION 4
What are three pieces of data you should review in response to a suspend SSL MITM attack? (Choose three)
A. the IP address of the SSL server

B. the X.509 certificate of the SSL server
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C. the MAC address of the attacker
D. the MAC address of the SSL server
E. the X.509 certificate of the attacker
F. the DNS name of the SSL server

Correct Answer: ACF

QUESTION 5
Drag each ESP header field on the left into the corresponding field-length category on the right

Select and Place:

8 bit Field
Authentication Data
Target 1
..f,?\:\
i -
Mext Header \S\\b Target 2
@J©
Fo W
Pad length \QE\\E@I it Field
2P
By ) Target 3
| }\i\\g_/
Payload Data |BR™
& Target 4
_ £ "Q‘E—_’;"
O
\ O
Security Parameter Index ’\i‘}" variable-length field
\@ Target 5
Sequence Number
Target 6

Correct Answer:
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