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QUESTION 1

Neil is almost finished developing a Web-based inventorytracking application for a company he is working for under
contract. Neil finds out that the company wants to pay him half of what they had agreed upon so he is very angry. Neil

decides to insert the following code into his application.
What is Neil trying to create here?
#include

#include

int main(int argc, char *argv(])

{

char buffer[10];

if (argc

{

fprintf(stderr, "USAGE: %s
string\n", argv[0]);

return 1,

}

strepy(buffer, argv[1]);

return O;

}

A. UML malformed string

B. Format string bug

C. Buffer underflow

D. Buffer overflow

Correct Answer: D

QUESTION 2
What is one of the dominant factors that lead to insecure programming?

A. No companies currently teach developers how to create secure programs
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B. Secure programming is not seen as a priority by any corporation
C. Security is not usually a skill possesed by programmers or developers
D. Secure programming is seen as too costly and time consuming by corporations

Correct Answer: C

QUESTION 3

Gerald is a web security consultant for Protectors International. Gerald\\'s main responsibility is to search the Internet for
malicious and deceitful sites that the public should be aware of. Gerald was tipped off about a particular site and is now

looking over its source code in a protected environment. Gerald finds the following snippet particularly interesting. What
has Gerald stumbled upon?

document.write(\\'
\W);

document.hack.submit();

A. Hidden post command
B. Hidden form fields

C. JavaScript hijacking
D. XSS attack

Correct Answer: B

QUESTION 4

Harold is creating an Oracle Label Security Policy on his server. He has define the policy and defined the components
of the labels already. Now Harold creates the labels dynamically using the TO_DATA_LABEL function:

INSERT INTO emp (ename, empnum, hr_label)
VALUES (\WFGRIFFIN\V, 10 to_data_label (\V'HR\\', WSENSITIVE\W));

Harold gets an error reffering to permission when he tries to run this function. What authority must Harold have to run
the TO_DATA_LABEL function?

A. EXECUTE
B. WRITE

C. INSERT
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D. CREATE

Correct Answer: C

QUESTION 5

What functionality of the Oracle Identity Management system facilitates real-time integration of multiple directories and
user repositories through a single LDAP service?

A. Access and Identity
B. Virtual directory

C. Federation

D. Provisioning

Correct Answer: B
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