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QUESTION 1

Kim, an analyst, is looking for an intelligence-sharing platform to gather and share threat information from a variety of
sources. He wants to use this information to develop security policies to enhance the overall security posture of his
organization. 

Which of the following sharing platforms should be used by Kim? 

A. Cuckoo sandbox 

B. OmniPeek 

C. PortDroid network analysis 

D. Blueliv threat exchange network 

Correct Answer: D 

 

QUESTION 2

Daniel is a professional hacker whose aim is to attack a system to steal data and money for profit. He performs hacking
to obtain confidential data such as social security numbers, personally identifiable information (PII) of an employee, and
credit card information. After obtaining confidential data, he further sells the information on the black market to make
money. 

Daniel comes under which of the following types of threat actor. 

A. Industrial spies 

B. State-sponsored hackers 

C. Insider threat 

D. Organized hackers 

Correct Answer: D 

 

QUESTION 3

A team of threat intelligence analysts is performing threat analysis on malware, and each of them has come up with their
own theory and evidence to support their theory on a given malware. Now, to identify the most consistent theory out of
all the theories, which of the following analytic processes must threat intelligence manager use? 

A. Threat modelling 

B. Application decomposition and analysis (ADA) 

C. Analysis of competing hypotheses (ACH) 

D. Automated technical analysis 
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Correct Answer: C 

 

QUESTION 4

Miley, an analyst, wants to reduce the amount of collected data and make the storing and sharing process easy. She
uses filtering, tagging, and queuing technique to sort out the relevant and structured data from the large amounts of
unstructured data. 

Which of the following techniques was employed by Miley? 

A. Sandboxing 

B. Normalization 

C. Data visualization 

D. Convenience sampling 

Correct Answer: B 

 

QUESTION 5

Which of the following types of threat attribution deals with the identification of the specific person, society, or a country
sponsoring a well-planned and executed intrusion or attack over its target? 

A. Nation-state attribution 

B. True attribution 

C. Campaign attribution 

D. Intrusion-set attribution 

Correct Answer: B 
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