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QUESTION 1

Tim is working as an analyst in an ABC organization. His organization had been facing many challenges in converting
the raw threat intelligence data into meaningful contextual information. After inspection, he found that it was due to noise
obtained from misrepresentation of data from huge data collections. Hence, it is important to clean the data before
performing data analysis using techniques such as data reduction. He needs to choose an appropriate threat
intelligence framework that automatically performs data collection, filtering, and analysis for his organization. 

Which of the following threat intelligence frameworks should he choose to perform such task? 

A. HighCharts 

B. SIGVERIF 

C. Threat grid 

D. TC complete 

Correct Answer: D 

 

QUESTION 2

Karry, a threat analyst at an XYZ organization, is performing threat intelligence analysis. During the data collection
phase, he used a data collection method that involves no participants and is purely based on analysis and observation
of activities and processes going on within the local boundaries of the organization. 

Identify the type data collection method used by the Karry. 

A. Active data collection 

B. Passive data collection 

C. Exploited data collection 

D. Raw data collection 

Correct Answer: B 

 

QUESTION 3

ABC is a well-established cyber-security company in the United States. The organization implemented the automation of
tasks such as data enrichment and indicator aggregation. They also joined various communities to increase their
knowledge about the emerging threats. However, the security teams can only detect and prevent identified threats in a
reactive approach. 

Based on threat intelligence maturity model, identify the level of ABC to know the stage at which the organization stands
with its security and vulnerabilities. 

A. Level 2: increasing CTI capabilities 

B. Level 3: CTI program in place 
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C. Level 1: preparing for CTI 

D. Level 0: vague where to start 

Correct Answer: A 

 

QUESTION 4

Sarah is a security operations center (SOC) analyst working at JW Williams and Sons organization based in Chicago.
As a part of security operations, she contacts information providers (sharing partners) for gathering information such as
collections of validated and prioritized threat indicators along with a detailed technical analysis of malware samples,
botnets, DDoS attack methods, and various other malicious tools. She further used the collected information at the
tactical and operational levels. 

Sarah obtained the required information from which of the following types of sharing partner? 

A. Providers of threat data feeds 

B. Providers of threat indicators 

C. Providers of comprehensive cyber-threat intelligence 

D. Providers of threat actors 

Correct Answer: C 

 

QUESTION 5

During the process of threat intelligence analysis, John, a threat analyst, successfully extracted an indication of
adversary\\'s information, such as Modus operandi, tools, communication channels, and forensics evasion strategies
used by adversaries. 

Identify the type of threat intelligence analysis is performed by John. 

A. Operational threat intelligence analysis 

B. Technical threat intelligence analysis 

C. Strategic threat intelligence analysis 

D. Tactical threat intelligence analysis 

Correct Answer: D 
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