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QUESTION 1

Which of the following characteristics of APT refers to numerous attempts done by the attacker to gain entry to the
target\\'s network?

A. Risk tolerance

B. Timeliness

C. Attack origination points
D. Multiphased

Correct Answer: C

QUESTION 2

A network administrator working in an ABC organization collected log files generated by a traffic monitoring system,
which may not seem to have useful information, but after performing proper analysis by him, the same information can
be used to detect an attack in the network.

Which of the following categories of threat information has he collected?

A. Advisories

B. Strategic reports

C. Detection indicators

D. Low-level data

Correct Answer: C

QUESTION 3

Miley, an analyst, wants to reduce the amount of collected data and make the storing and sharing process easy. She
uses filtering, tagging, and queuing technique to sort out the relevant and structured data from the large amounts of
unstructured data.

Which of the following techniques was employed by Miley?

A. Sandboxing

B. Normalization

C. Data visualization

D. Convenience sampling

Correct Answer: B
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QUESTION 4

During the process of threat intelligence analysis, John, a threat analyst, successfully extracted an indication of
adversary\\'s information, such as Modus operandi, tools, communication channels, and forensics evasion strategies
used by adversaries.

Identify the type of threat intelligence analysis is performed by John.

A. Operational threat intelligence analysis

B. Technical threat intelligence analysis

C. Strategic threat intelligence analysis

D. Tactical threat intelligence analysis

Correct Answer: D

QUESTION 5

An XYZ organization hired Mr. Andrews, a threat analyst. In order to identify the threats and mitigate the effect of such
threats, Mr. Andrews was asked to perform threat modeling. During the process of threat modeling, he collected
important information about the treat actor and characterized the analytic behavior of the adversary that includes
technological details, goals, and motives that can be useful in building a strong countermeasure.

What stage of the threat modeling is Mr. Andrews currently in?

A. System modeling

B. Threat determination and identification

C. Threat profiling and attribution

D. Threat ranking

Correct Answer: C
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