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QUESTION 1

Karry, a threat analyst at an XYZ organization, is performing threat intelligence analysis. During the data collection
phase, he used a data collection method that involves no participants and is purely based on analysis and observation
of activities and processes going on within the local boundaries of the organization. 

Identify the type data collection method used by the Karry. 

A. Active data collection 

B. Passive data collection 

C. Exploited data collection 

D. Raw data collection 

Correct Answer: B 

 

QUESTION 2

Lizzy, an analyst, wants to recognize the level of risks to the organization so as to plan countermeasures against cyber
attacks. She used a threat modelling methodology where she performed the following stages: Stage 1: Build asset-
based threat profiles Stage 2: Identify infrastructure vulnerabilities Stage 3: Develop security strategy and plans Which
of the following threat modelling methodologies was used by Lizzy in the aforementioned scenario? 

A. TRIKE 

B. VAST 

C. OCTAVE 

D. DREAD 

Correct Answer: C 

 

QUESTION 3

John, a professional hacker, is trying to perform APT attack on the target organization network. He gains access to a
single system of a target organization and tries to obtain administrative login credentials to gain further access to the
systems in the network using various techniques. 

What phase of the advanced persistent threat lifecycle is John currently in? 

A. Initial intrusion 

B. Search and exfiltration 

C. Expansion 

D. Persistence 
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Correct Answer: C 

 

QUESTION 4

Kathy wants to ensure that she shares threat intelligence containing sensitive information with the appropriate audience.
Hence, she used traffic light protocol (TLP). Which TLP color would you signify that information should be shared only
within a particular community? 

A. Red 

B. White 

C. Green 

D. Amber 

Correct Answer: D 

 

QUESTION 5

In a team of threat analysts, two individuals were competing over projecting their own hypotheses on a given malware.
However, to find logical proofs to confirm their hypotheses, the threat intelligence manager used a de-biasing strategy
that involves learning strategic decision making in the circumstances comprising multistep interactions with numerous
representatives, either having or without any perfect relevant information. 

Which of the following de-biasing strategies the threat intelligence manager used to confirm their hypotheses? 

A. Game theory 

B. Machine learning 

C. Decision theory 

D. Cognitive psychology 

Correct Answer: C 
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