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QUESTION 1

An XYZ organization hired Mr. Andrews, a threat analyst. In order to identify the threats and mitigate the effect of such
threats, Mr. Andrews was asked to perform threat modeling. During the process of threat modeling, he collected
important information about the treat actor and characterized the analytic behavior of the adversary that includes
technological details, goals, and motives that can be useful in building a strong countermeasure. 

What stage of the threat modeling is Mr. Andrews currently in? 

A. System modeling 

B. Threat determination and identification 

C. Threat profiling and attribution 

D. Threat ranking 

Correct Answer: C 

 

QUESTION 2

In a team of threat analysts, two individuals were competing over projecting their own hypotheses on a given malware.
However, to find logical proofs to confirm their hypotheses, the threat intelligence manager used a de-biasing strategy
that involves learning strategic decision making in the circumstances comprising multistep interactions with numerous
representatives, either having or without any perfect relevant information. 

Which of the following de-biasing strategies the threat intelligence manager used to confirm their hypotheses? 

A. Game theory 

B. Machine learning 

C. Decision theory 

D. Cognitive psychology 

Correct Answer: C 

 

QUESTION 3

Bob, a threat analyst, works in an organization named TechTop. He was asked to collect intelligence to fulfil the needs
and requirements of the Red Tam present within the organization. Which of the following are the needs of a RedTeam? 

A. Intelligence related to increased attacks targeting a particular software or operating system vulnerability 

B. Intelligence on latest vulnerabilities, threat actors, and their tactics, techniques, and procedures (TTPs) 

C. Intelligence extracted latest attacks analysis on similar organizations, which includes details about latest threats and
TTPs 

D. Intelligence that reveals risks related to various strategic business decisions 
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Correct Answer: B 

 

QUESTION 4

John, a professional hacker, is trying to perform APT attack on the target organization network. He gains access to a
single system of a target organization and tries to obtain administrative login credentials to gain further access to the
systems in the network using various techniques. 

What phase of the advanced persistent threat lifecycle is John currently in? 

A. Initial intrusion 

B. Search and exfiltration 

C. Expansion 

D. Persistence 

Correct Answer: C 

 

QUESTION 5

Andrews and Sons Corp. has decided to share threat information among sharing partners. Garry, a threat analyst,
working in Andrews and Sons Corp., has asked to follow a trust model necessary to establish trust between sharing
partners. In the trust model used by him, the first organization makes use of a body of evidence in a second
organization, and the level of trust between two organizations depends on the degree and quality of evidence provided
by the first organization. 

Which of the following types of trust model is used by Garry to establish the trust? 

A. Mediated trust 

B. Mandated trust 

C. Direct historical trust 

D. Validated trust 

Correct Answer: D 
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