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QUESTION 1

A server has been infected by a certain type of Trojan. The hacker intended to utilize it to send and host 

junk mails. What type of Trojan did the hacker use? 

A. Turtle Trojans 

B. Ransomware Trojans 

C. Botnet Trojan 

D. Banking Trojans 

Correct Answer: C Section: (none)

 

QUESTION 2

Which of the following is the primary objective of a rootkit? 

A. It opens a port to provide an unauthorized service 

B. It creates a buffer overflow 

C. It replaces legitimate programs 

D. It provides an undocumented opening in a program 

Correct Answer: C Section: (none)

 

QUESTION 3

If executives are found liable for not properly protecting their company\\'s assets and information systems, what type of
law would apply in this situation? 

A. Civil 

B. International 

C. Criminal 

D. Common 

Correct Answer: A Section: (none)

 

QUESTION 4

A penetration tester is attempting to scan an internal corporate network from the internet without alerting the border
sensor. Which is the most efficient technique should the tester consider using? 
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A. Spoofing an IP address 

B. Tunneling scan over SSH 

C. Tunneling over high port numbers 

D. Scanning using fragmented IP packets 

Correct Answer: B Section: (none)

 

QUESTION 5

Which of the following is a vulnerability in GNU\\'s bash shell (discovered in September of 2014) that gives attackers
access to run remote commands on a vulnerable system? 

A. Shellshock 

B. Rootshell 

C. Rootshock 

D. Shellbash 

Correct Answer: A Section: (none)
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