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QUESTION 1

The "white box testing" methodology enforces what kind of restriction? 

A. The internal operation of a system is completely known to the tester. 

B. Only the external operation of a system is accessible to the tester. 

C. Only the internal operation of a system is known to the tester. 

D. The internal operation of a system is only partly accessible to the tester. 

Correct Answer: A Section: (none)

White-box testing (also known as clear box testing, glass box testing, transparent box testing, and structural testing) is a
method of testing software that tests internal structures or workings of an application, as opposed to its functionality (i.e.
black-box testing). In white-box testing an internal perspective of the system, as well as programming skills, are used to
design test cases. 

References: https://en.wikipedia.org/wiki/White-box_testing 

 

QUESTION 2

Why would you consider sending an email to an address that you know does not exist within the company you are
performing a Penetration Test for? 

A. To determine who is the holder of the root account 

B. To perform a DoS 

C. To create needless SPAM 

D. To illicit a response back that will reveal information about email servers and how they treat undeliverable mail 

E. To test for virus protection 

Correct Answer: D Section: (none)

 

QUESTION 3

A security analyst in an insurance company is assigned to test a new web application that will be used by clients to help
them choose and apply for an insurance plan. The analyst discovers that the application is developed in ASP scripting
language and it uses MSSQL as a database backend. The analyst locates the application\\'s search form and
introduces the following code in the search input field: 

When the analyst submits the form, the browser returns a pop-up window that says "Vulnerable". Which web
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applications vulnerability did the analyst discover? 

A. Cross-site request forgery 

B. Command injection 

C. Cross-site scripting 

D. SQL injection 

Correct Answer: C Section: (none)

 

QUESTION 4

Which of the following tools are used for enumeration? (Choose three.) 

A. SolarWinds 

B. USER2SID 

C. Cheops 

D. SID2USER 

E. DumpSec 

Correct Answer: BDE Section: (none)

 

QUESTION 5

What is the term coined for logging, recording and resolving events in a company? 

A. Internal Procedure 

B. Security Policy 

C. Incident Management Process 

D. Metrics 

Correct Answer: C Section: (none)
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