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QUESTION 1

As a Certified Ethical Hacker, you were contracted by a private firm to conduct an external security assessment through
penetration testing.

What document describes the specifics of the testing, the associated violations, and essentially protects both the
organization\\'s interest and your liabilities as a tester?

A. Terms of Engagement

B. Project Scope

C. Non-Disclosure Agreement
D. Service Level Agreement

Correct Answer: A Section: (none)

QUESTION 2

Internet Protocol Security IPSec is actually a suite of protocols. Each protocol within the suite provides different
functionality. Collective IPSec does everything except.

A. Protect the payload and the headers
B. Authenticate

C. Encrypt

D. Work at the Data Link Layer

Correct Answer: D Section: (none)

QUESTION 3

What is the approximate cost of replacement and recovery operation per year of a hard drive that has a value of $300
given that the technician who charges $10/hr would need 10 hours to restore OS and Software and needs further 4
hours to restore the database from the last backup to the new hard disk? Calculate the SLE, ARO, and ALE. Assume
the EF = 1 (100%).

A. $440

B. $100

C. $1320

D. $146

Correct Answer: D Section: (none)
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QUESTION 4

John the Ripper is a technical assessment tool used to test the weakness of which of the following?
A. Usernames

B. File permissions

C. Firewall rulesets

D. Passwords

Correct Answer: D Section: (none)

QUESTION 5

A company has hired a security administrator to maintain and administer Linux and Windows-based systems. Written in
the nightly report file is the following:

Firewall log files are at the expected value of 4 MB. The current time is 12am. Exactly two hours later the size has
decreased considerably. Another hour goes by and the log files have shrunk in size again.

Which of the following actions should the security administrator take?

A. Log the event as suspicious activity and report this behavior to the incident response team immediately.

B. Log the event as suspicious activity, call a manager, and report this as soon as possible.

C. Run an anti-virus scan because it is likely the system is infected by malware.

D. Log the event as suspicious activity, continue to investigate, and act according to the site\\'s security policy.

Correct Answer: D Section: (none)
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