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QUESTION 1

Which United States legislation mandates that the Chief Executive Officer (CEO) and the Chief Financial Officer (CFO)
must sign statements verifying the completeness and accuracy of financial reports?

A. Sarbanes-Oxley Act (SOX)

B. Gramm-Leach-Bliley Act (GLBA)

C. Fair and Accurate Credit Transactions Act (FACTA)

D. Federal Information Security Management Act (FISMA)

Correct Answer: A Section: (none)

QUESTION 2

A security engineer has been asked to deploy a secure remote access solution that will allow employees to connect to
the company\\'s internal network. Which of the following can be implemented to minimize the opportunity for the man-in-
the- middle attack to occur?

A. SSL

B. Mutual authentication

C. IPSec

D. Static IP addresses

Correct Answer: C Section: (none)

QUESTION 3

Nation-state threat actors often discover vulnerabilities and hold on to them until they want to launch a sophisticated
attack. The Stuxnet attack was an unprecedented style of attack because it used four types of vulnerability.

What is this style of attack called?

A. zero-day

B. zero-hour

C. zero-sum D. no-day

Correct Answer: A Section: (none)

Stuxnet is a malicious computer worm believed to be a jointly built American-Israeli cyber weapon. Exploiting four zero-
day flaws, Stuxnet functions by targeting machines using the Microsoft Windows operating system and networks, then

seeking out Siemens Step7 software.

References: https://en.wikipedia.org/wiki/Stuxnet
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QUESTION 4

What hacking attack is challenge/response authentication used to prevent?
A. Replay attacks

B. Scanning attacks

C. Session hijacking attacks

D. Password cracking attacks

Correct Answer: A Section: (none)

QUESTION 5

A recent security audit revealed that there were indeed several occasions that the company\\'s network was breached.
After investigating, you discover that your IDS is not configured properly and therefore is unable to trigger alarms when
needed. What type of alert is the IDS giving?

A. True Positive

B. False Negative

C. False Positive

D. False Positive

Correct Answer: B Section: (none)
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