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QUESTION 1
One of the effective DoS/DDoS countermeasures is \\'Throttling\\'.
Which statement correctly defines this term?

A. Set up routers that access a server with logic to adjust incoming traffic to levels that will be safe for the server to
process

B. Providers can increase the bandwidth on critical connections to prevent them from going down in the event of an
attack

C. Replicating servers that can provide additional failsafe protection
D. Load balance each server in a multiple-server architecture

Correct Answer: A

QUESTION 2

NTP allows you to set the clocks on your systems very accurately, to within 200ms and sometimes-even 10ms. Knowing
the exact time is extremely important for enterprise security. Various security protocols depend on an accurate source of
time information in order to prevent "playback” attacks. These protocols tag their communications with the current time,
to prevent attackers from replaying the same communications, e.g., a login/password interaction or even an entire
communication, at a later date. One can circumvent this tagging, if the clock can be set back to the time the
communication was recorded. An attacker attempts to try corrupting the clocks on devices on your network. You run
Wireshark to detect the NTP traffic to see if there are any irregularities on the network.

What port number you should enable in Wireshark display filter to view NTP packets?

A. TCP Port 124

B. UDP Port 125

C. UDP Port 123

D. TCP Port 126

Correct Answer: C

QUESTION 3

Which is the right sequence of packets sent during the initial TCP three way handshake?
A. FIN,FIN-ACK,ACK

B. SYN,URG,ACK

C. SYN,ACK,SYN-ACK

D. SYN,SYN-ACK,ACK
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Correct Answer: D

QUESTION 4

You have successfully comprised a server having an IP address of 10.10.0.5. You would like to enumerate all machines
in the same network quickly.

What is the best nmap command you will use?
A. Nmap -T4 —-F 10.10.0.0/24

B. Nmap —T4 —q 10.10.0.0/24

C. Nmap —-T4 -0 10.10.0.0/24

D. Nmap —T4 —-r 10.10.0.0/24

Correct Answer: A

QUESTION 5

Windump is the windows port of the famous TCPDump packet sniffer available on a variety of platforms. In order to use
this tool on the Windows platform you must install a packet capture library.

What is the name of this library?
A. NTPCAP

B. LibPCAP

C. WinPCAP

D. PCAP

Correct Answer: C
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