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QUESTION 1

Steven the hacker realizes the network administrator of Acme Corporation is using syskey in Windows 2008 Server to
protect his resources in the organization. Syskey independently encrypts the hashes so that physical access to the
server, tapes, or ERDs is only first step to cracking the passwords. Steven must break through the encryption used by
syskey before he can attempt to use brute force dictionary attacks on the hashes. Steven runs a program called
"SysCracker" targeting the Windows 2008 Server machine in attempting to crack the hash used by Syskey. He needs to
configure the encryption level before he can launch the attack.

How many bits does Syskey use for encryption?

A. 40-bit encryption

B. 128-bit encryption

C. 256-bit encryption

D. 64-bit encryption

Correct Answer: B

QUESTION 2

The programmers on your team are analyzing the free, open source software being used to run FTP services on a
server. They notice that there is an excessive number of fgets() and gets() on the source code. These C++ functions do
not check bounds.

What kind of attack is this program susceptible to?

A. Buffer of Overflow

B. Denial of Service

C. Shatter Attack

D. Password Attack

Correct Answer: A

QUESTION 3

Which definition below best describes a covert channel?

A. A server program using a port that is not well known

B. Making use of a protocol in a way it was not intended to be used
C. It is the multiplexing taking place on a communication link

D. It is one of the weak channels used by WEP that makes it insecure
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Correct Answer: B

QUESTION 4

An nmap command that includes the host specification of 202.176.56-57.* will scan number of hosts.
A2

B. 256

C.512

D. Over 10,000

Correct Answer: C

QUESTION 5

While conducting a penetration test, the tester determines that there is a firewall between the tester\\'s machine and the
target machine. The firewall is only monitoring TCP handshaking of packets at the session layer of the OSI model.

Which type of firewall is the tester trying to traverse?
A. Packet filtering firewall

B. Application-level firewall

C. Circuit-level gateway firewall

D. Stateful multilayer inspection firewall

Correct Answer: C
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