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QUESTION 1

A company\\'s security states that all web browsers must automatically delete their HTTP browser cookies upon
terminating. What sort of security breach is this policy attempting to mitigate?

A. Attempts by attackers to determine the user\\'s Web browser usage patterns, including when sites were visited and
for how long.

B. Attempts by attackers to access passwords stored on the user\\'s computer without the user\\'s knowledge.

C. Attempts by attackers to access Web sites that trust the Web browser user by stealing the user\\'s authentication
credentials.

D. Attempts by attacks to access the user and password information stores in the company\\'s SQL database.

Correct Answer: C

QUESTION 2

Frederickson Security Consultants is currently conducting a security audit on the networks of Hawthorn Enterprises, a
contractor for the Department of Defense. Since Hawthorn Enterprises conducts business daily with the federal
government, they must abide by very stringent security policies. Frederickson is testing all of Hawthorn\\'s physical and
logical security measures including biometrics, passwords, and permissions. The federal government requires that all
users must utilize random, non-dictionary passwords that must take at least 30 days to crack. Frederickson has
confirmed that all Hawthorn employees use a random password generator for their network passwords. The
Frederickson consultants have saved off numerous SAM files from Hawthorn\\'s servers using Pwdump6 and are going
to try and crack the network passwords.

What method of attack is best suited to crack these passwords in the shortest amount of time?

A. Brute force attack

B. Birthday attack

C. Dictionary attack

D. Brute service attack

Correct Answer: A

QUESTION 3

What is the name of the software tool used to crack a single account on Netware Servers using a dictionary attack?
A. NPWCrack

B. NWPCrack

C. NovCrack

D. CrackNov
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E. GetCrack

Correct Answer: B

QUESTION 4

Which of the following countermeasure can specifically protect against both the MAC Flood and MAC Spoofing

attacks?

A. Configure Port Security on the switch

B. Configure Port Recon on the switch

C. Configure Switch Mapping

D. Configure Multiple Recognition on the switch

Correct Answer: A

QUESTION 5

After studying the following log entries, what is the attacker ultimately trying to achieve as inferred from the log

sequence?

1.

mkdir -p /etc/X11/applnk/Internet/.etc

2.

mkdir -p /etc/X11/applnk/Internet/.etcpasswd

3.

touch -acmr /etc/passwd /etc/X11/appink/Internet/.etcpasswd
4.

touch -acmr /etc /etc/X11/appink/Internet/.etc

5.

passwd nobody -d

6.

/usr/sbin/adduser dns -d/bin -u 0 -g O -s/bin/bash
7.

passwd dns -d

8.
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touch -acmr /etc/X11/appink/Internet/.etcpasswd /etc/passwd
9.

touch -acmr /etc/X11/appink/Internet/.etc /etc

A. Change password of user nobody

B. Extract information from a local directory

C. Change the files Modification Access Creation times

D. Download rootkits and passwords into a new directory

Correct Answer: C
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