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QUESTION 1

Least privilege is a security concept that requires that a user is

A. limited to those functions required to do the job.

B. given root or administrative privileges.

C. trusted to keep all data and access to that data under their sole control.
D. given privileges equal to everyone else in the department.

Correct Answer: A

QUESTION 2

Which regulationdefines security and privacy controls for Federal information systems and organizations?
A. HIPAA

B. EU Safe Harbor

C. PCI-DSS

D. NIST-800-53

Correct Answer: D

QUESTION 3

Trojan horse attacks pose one of the most serious threats to computer security. The image below shows different ways
a Trojan can get into a system.

Which are the easiest and most convincing ways to infect a computer?
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A. IRC (Internet Relay Chat)

B. Legitimate "shrink-wrapped" software packaged by a disgruntled employee
C. NetBIOS (File Sharing)

D. Downloading files,games and screensavers from Internet sites

Correct Answer: B

QUESTION 4

The purpose of a is to deny network access to local area networks and other information assets by
unauthorized wireless devices.

A. Wireless Access Point

B. Wireless Analyzer

C. Wireless Access Control list

D. Wireless Intrusion Prevention System

Correct Answer: D

QUESTION 5

Employees in a company are no longer able to access Internet web sites on their computers. The network administrator
is able to successfully ping IP address of web servers on the Internet and is able to open web sites by using an IP
address in place of the URL. The administrator runs the nslookup command for www.eccouncil.org and receives an
error message stating there is no response from the server.
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What should the administrator do next?

A. Configure the firewall to allow traffic on TCP ports 53 and UDP port 53.
B. Configure the firewall to allow traffic on TCP ports 80 and UDP port 443.
C. Configure the firewall to allow traffic on TCP port 53.

D. Configure the firewall to allow traffic on TCP port 8080.

Correct Answer: A
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