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QUESTION 1

In which step Steganography fits in CEH System Hacking Cycle (SHC)
A. Step 2: Crack the password

B. Step 1: Enumerate users

C. Step 3: Escalate privileges

D. Step 4: Execute applications

E. Step 5: Hide files

F. Step 6: Cover your tracks

Correct Answer: E

QUESTION 2

Eve is spending her day scanning the library computers. She notices that Alice is using a computer whose port 445 is
active and listening. Eve uses the ENUM tool to enumerate Alice machine. From the command prompt, she types the
following command.

For /f "tokens=1 %%a in (hackfile.txt) do net use * \\10.1.2.3\c$ /user:"Administrator" %%a

What is Eve trying to do?

A. Eve is trying to connect as an user with Administrator privileges

B. Eve is trying to enumerate all users with Administrative privileges

C. Eve is trying to carry out a password crack for user Administrator

D. Eve is trying to escalate privilege of the null user to that of Administrator

Correct Answer: C

QUESTION 3

An nmap command that includes the host specification of 202.176.56-57.* will scan number of hosts.
A 2

B. 256

C.512

D. Over 10,000

Correct Answer: C
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QUESTION 4

This asymmetry cipther is based on factoring the product of two large prime numbers. What cipher is described above?
A. SHA

B. RC5

C.RSA

D. MD5

Correct Answer: C

QUESTION 5

A specific site received 91 ICMP_ECHO packets within 90 minutes from 47 different sites.

77 of the ICMP_ECHO packets had an ICMP 1D:39612 and Seq:57072. 13 of the ICMP_ECHO packets

had an ICMP ID:0 and Seq:0.

What can you infer from this information?

A. The packets were sent by a worm spoofing the IP addresses of 47 infected sites

B. ICMP ID and Seq numbers were most likely set by a tool and not by the operating system

C. All 77 packets came from the same LAN segment and hence had the same ICMP ID and Seq number

D. 13 packets were from an external network and probably behind a NAT,as they had an ICMP ID 0 and Seq O

Correct Answer: B
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