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QUESTION 1

In which location, SAM hash passwords are stored in Windows 7? 

A. c:\windows\system32\config\SAM 

B. c:\winnt\system32\machine\SAM 

C. c:\windows\etc\drivers\SAM 

D. c:\windows\config\etc\SAM 

Correct Answer: A 

 

QUESTION 2

Which of the following network attacks takes advantage of weaknesses in the fragment reassembly functionality of the
TCP/IP protocol stack? 

A. Teardrop 

B. SYN flood 

C. Smurf attack 

D. Ping of death 

Correct Answer: A 

 

QUESTION 3

What file system vulnerability does the following command take advantage of? 

type c:\anyfile.exe > c:\winnt\system32\calc.exe:anyfile.exe 

A. HFS 

B. Backdoor access 

C. XFS 

D. ADS 

Correct Answer: D 

 

QUESTION 4

Which statement is TRUE regarding network firewalls preventing Web Application attacks? 
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A. Network firewalls can prevent attacks because they can detect malicious HTTP traffic. 

B. Network firewalls cannot prevent attacks because ports 80 and 443 must be opened. 

C. Network firewalls can prevent attacks if they are properly configured. 

D. Network firewalls cannot prevent attacks because they are too complex to configure. 

Correct Answer: B 

 

QUESTION 5

An organization hires a tester to do a wireless penetration test. Previous reports indicate that the last test did not contain
management or control packets in the submitted traces. Which of the following is the most likely reason for lack of
management or control packets? 

A. The wireless card was not turned on. 

B. The wrong network card drivers were in use by Wireshark. 

C. On Linux and Mac OS X, only 802.11 headers are received in promiscuous mode. 

D. Certain operating systems and adapters do not collect the management or control packets. 

Correct Answer: D 
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