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QUESTION 1

Which of the following is considered an acceptable option when managing a risk?
A. Reject the risk.

B. Deny the risk.

C. Mitigate the risk.

D. Initiate the risk.

Correct Answer: C

QUESTION 2
Which of the following is a primary service of the U.S. Computer Security Incident Response Team (CSIRT)?

A. CSIRT provides an incident response service to enable a reliable and trusted single point of contact for reporting
computer security incidents worldwide.

B. CSIRT provides a computer security surveillance service to supply a government with important intelligence
information on individuals travelling abroad.

C. CSIRT provides a penetration testing service to support exception reporting on incidents worldwide by individuals
and multi-national corporations.

D. CSIRT provides a vulnerability assessment service to assist law enforcement agencies with profiling an individual\\'s
property or company\\'s asset.

Correct Answer: A

QUESTION 3

During a penetration test, a tester finds a target that is running MS SQL 2000 with default credentials. The tester
assumes that the service is running with Local System account. How can this weakness be exploited to access the
system?

A. Using the Metasploit psexec module setting the SA / Admin credential

B. Invoking the stored procedure xp_shell to spawn a Windows command shell

C. Invoking the stored procedure cmd_shell to spawn a Windows command shell

D. Invoking the stored procedure xp_cmdshell to spawn a Windows command shell

Correct Answer: D

QUESTION 4
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How many bits encryption does SHA-1 use?
A. 64 bits

B. 128 bits

C. 256 bits

D. 160 bits

Correct Answer: D

QUESTION 5

What is the most secure way to mitigate the theft of corporate information from a laptop that was left in a hotel room?
A. Set a BIOS password.

B. Encrypt the data on the hard drive.

C. Use a strong logon password to the operating system.

D. Back up everything on the laptop and store the backup in a safe place.

Correct Answer: B
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