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QUESTION 1

An engineer is learning to write exploits in C++ and is using the exploit tool Backtrack. The engineer wants to compile
the newest C++ exploit and name it calc.exe. Which command would the engineer use to accomplish this? 

A. g++ hackersExploit.cpp -o calc.exe 

B. g++ hackersExploit.py -o calc.exe 

C. g++ -i hackersExploit.pl -o calc.exe 

D. g++ --compile i hackersExploit.cpp -o calc.exe 

Correct Answer: A 

 

QUESTION 2

Which of the following does proper basic configuration of snort as a network intrusion detection system require? 

A. Limit the packets captured to the snort configuration file. 

B. Capture every packet on the network segment. 

C. Limit the packets captured to a single segment. 

D. Limit the packets captured to the /var/log/snort directory. 

Correct Answer: A 

 

QUESTION 3

Which type of scan measures a person\\'s external features through a digital video camera? 

A. Iris scan 

B. Retinal scan 

C. Facial recognition scan 

D. Signature kinetics scan 

Correct Answer: C 

 

QUESTION 4

A tester is attempting to capture and analyze the traffic on a given network and realizes that the network has several
switches. What could be used to successfully sniff the traffic on this switched network? (Choose three.) 

A. ARP spoofing 

312-50V7 Practice Test | 312-50V7 Study Guide | 312-50V7 Exam Questions                                2 / 5

https://www.pass4itsure.com/312-50v7.html
https://www.pass4itsure.com/312-50v7.html
https://www.pass4itsure.com/312-50v7.html


https://www.pass4itsure.com/312-50v7.html
2024 Latest pass4itsure 312-50V7 PDF and VCE dumps Download

B. MAC duplication 

C. MAC flooding 

D. SYN flood 

E. Reverse smurf attack 

F. ARP broadcasting 

Correct Answer: ABC 

 

QUESTION 5

The traditional traceroute sends out ICMP ECHO packets with a TTL of one, and increments the TTL until the
destination has been reached. By printing the gateways that generate ICMP time exceeded messages along the way, it
is able to determine the path packets take to reach the destination. 

The problem is that with the widespread use of firewalls on the Internet today, many of the packets that traceroute
sends out end up being filtered, making it impossible to completely trace the path to the destination. 
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How would you overcome the Firewall restriction on ICMP ECHO packets? 

A. Firewalls will permit inbound TCP packets to specific ports that hosts sitting behind the firewall are listening for
connections. By sending out TCP SYN packets instead of ICMP ECHO packets, traceroute can bypass the most
common firewall filters. 

B. Firewalls will permit inbound UDP packets to specific ports that hosts sitting behind the firewall are listening for
connections. By sending out TCP SYN packets instead of ICMP ECHO packets, traceroute can bypass the most
common firewall filters. 

C. Firewalls will permit inbound UDP packets to specific ports that hosts sitting behind the firewall are listening for
connections. By sending out TCP SYN packets instead of ICMP ECHO packets, traceroute can bypass the most
common firewall filters. 
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D. Do not use traceroute command to determine the path packets take to reach the destination instead use the custom
hacking tool JOHNTHETRACER and run with the command 

E. \> JOHNTHETRACER www.eccouncil.org -F -evade 

Correct Answer: A 
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