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QUESTION 1

Which of the following is used to indicate a single-line comment in structured query language (SQL)?
A. -

B. 1l

C. %%

D. \\\V

Correct Answer: A

QUESTION 2

Which results will be returned with the following Google search query? site:target.com -site:Marketing.target.com
accounting

A. Results matching all words in the query
B. Results matching "accounting” in domain target.com but not on the site Marketing.target.com

C. Results from matches on the site marketing.target.com that are in the domain target.com but do not include the word
accounting

D. Results for matches on target.com and Marketing.target.com that include the word "accounting”

Correct Answer: B

QUESTION 3

An NMAP scan of a server shows port 25 is open. What risk could this pose?
A. Open printer sharing

B. Web portal data leak

C. Clear text authentication

D. Active mail relay

Correct Answer: D

QUESTION 4

An attacker sniffs encrypted traffic from the network and is subsequently able to decrypt it. The attacker can now use
which cryptanalytic technique to attempt to discover the encryption key?
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A. Birthday attack
B. Plaintext attack
C. Meet in the middle attack
D. Chosen ciphertext attack

Correct Answer: D

QUESTION 5

A Security Engineer at a medium-sized accounting firm has been tasked with discovering how much information can be
obtained from the firm\\'s public facing web

servers. The engineer decides to start by using netcat to port 80.
The engineer receives this output:

HTTP/1.1 200 OK

Server: Microsoft-11S/6

Expires: Tue, 17 Jan 2011 01:41:33 GMT

DatE. Mon, 16 Jan 2011 01:41:33 GMT

Content-TypE. text/html

Accept-Ranges: bytes

Last-ModifieD. Wed, 28 Dec 2010 15:32:21 GMT

ETaG. "b0aac0542e25c¢31:89d"

Content-Length: 7369

Which of the following is an example of what the engineer performed?
A. Cross-site scripting

B. Banner grabbing

C. SQL injection

D. Whois database query

Correct Answer: B
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