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QUESTION 1

Vlady works in a fishing company where the majority of the employees have very little understanding of IT let alone IT
Security. Several information security issues that Vlady often found includes, employees sharing password, writing
his/her password on a post it note and stick it to his/her desk, leaving the computer unlocked, didn\\'t log out from emails
or other social media accounts, and etc. 

After discussing with his boss, Vlady decided to make some changes to improve the security environment in his
company. The first thing that Vlady wanted to do is to make the employees understand the importance of keeping
confidential information, such as password, a secret and they should not share it with other persons. 

Which of the following steps should be the first thing that Vlady should do to make the employees in his company
understand to importance of keeping confidential information a secret? 

A. Warning to those who write password on a post it note and put it on his/her desk 

B. Developing a strict information security policy 

C. Information security awareness training 

D. Conducting a one to one discussion with the other employees about the importance of information security 

Correct Answer: A 

 

QUESTION 2

To reach a bank web site, the traffic from workstations must pass through a firewall. You have been asked to review the
firewall configuration to ensure that workstations in network 10.10.10.0/24 can only reach the bank web site 10.20.20.1
using https. Which of the following firewall rules meets this requirement? 

A. If (source matches 10.10.10.0/24 and destination matches 10.20.20.1 and port matches 443) then permit 

B. If (source matches 10.10.10.0/24 and destination matches 10.20.20.1 and port matches 80 or 443) then permit 

C. If (source matches 10.20.20.1 and destination matches 10.10.10.0/24 and port matches 443) then permit 

D. If (source matches 10.10.10.0 and destination matches 10.20.20.1 and port matches 443) then permit 

Correct Answer: A 

 

QUESTION 3

The tools which receive event logs from servers, network equipment, and applications, and perform analysis and
correlation on those logs, and can generate alarms for security relevant issues, are known as what? 

A. network Sniffer 

B. Vulnerability Scanner 

C. Intrusion prevention Server 
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D. Security incident and event Monitoring 

Correct Answer: D 

 

QUESTION 4

Study the following log extract and identify the attack. 

A. Hexcode Attack 

B. Cross Site Scripting 

C. Multiple Domain Traversal Attack 

D. Unicode Directory Traversal Attack 
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Correct Answer: D 

 

QUESTION 5

A penetration tester is performing the footprinting process and is reviewing publicly available information about an
organization by using the Google search engine. 

Which of the following advanced operators would allow the pen tester to restrict the search to the organization\\'s web
domain? 

A. [allinurl:] 

B. [location:] 

C. [site:] 

D. [link:] 

Correct Answer: C 

Google hacking or Google dorking https://en.wikipedia.org/wiki/Google_hacking It is a hacker technique that uses
Google Search and other Google applications to find security holes in the configuration and computer code that
websites are using. Google dorking could also be used for OSINT. 

Search syntax https://en.wikipedia.org/wiki/Google_Search Google\\'s search engine has its own built-in query
language. The following list of queries can be run to find a list of files, find information about your competition, track
people, get information about SEO backlinks, build email lists, and of course, discover web vulnerabilities. 

-[site:] - Search within a specific website 
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