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QUESTION 1

Switches maintain a CAM Table that maps individual MAC addresses on the network to physical ports on the switch. 

In MAC flooding attack, a switch is fed with many Ethernet frames, each containing different source MAC addresses, by
the attacker. Switches have a limited memory for mapping various MAC addresses to physical ports. What happens
when the CAM table becomes full? 

A. Switch then acts as hub by broadcasting packets to all machines on the network 

B. The CAM overflow table will cause the switch to crash causing Denial of Service 

C. The switch replaces outgoing frame switch factory default MAC address of FF:FF:FF:FF:FF:FF 

D. Every packet is dropped and the switch sends out SNMP alerts to the IDS port 

Correct Answer: A 

 

QUESTION 2

Bob is going to perform an active session hijack against Brownies Inc. He has found a target that allows session
oriented connections (Telnet) and performs the sequence prediction on the target operating system. He manages to find
an active session due to the high level of traffic on the network. What is Bob supposed to do next? 

A. Take over the session 

B. Reverse sequence prediction 

C. Guess the sequence numbers 

D. Take one of the parties offline 

Correct Answer: C 
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QUESTION 3

Garry is a network administrator in an organization. He uses SNMP to manage networked devices from a remote
location. To manage nodes in the network, he uses MIB. which contains formal descriptions of all network objects
managed by SNMP. He accesses the contents of MIB by using a web browser either by entering the IP address and
Lseries.mlb or by entering the DNS library name and Lseries.mlb. He is currently retrieving information from an MIB that
contains object types for workstations and server services. Which of the following types of MIB is accessed by Garry in
the above scenario? 

A. LNMIB2.MIB 

B. WINS.MIB 

C. DHCP.MIS 

D. MIB_II.MIB 

Correct Answer: A 

DHCP.MIB: Monitors network traffic between DHCP servers and remote hosts HOSTMIB.MIB: Monitors and manages
host resources 

LNMIB2.MIB: Contains object types for workstation and server services MIBJI.MIB: Manages TCP/IP-based Internet
using a simple architecture and system WINS.MIB: For the Windows Internet Name Service (WINS) 

 

QUESTION 4

In the context of Windows Security, what is a \\'null\\' user? 

A. A user that has no skills 

B. An account that has been suspended by the admin 

C. A pseudo account that has no username and password 

D. A pseudo account that was created for security administration purpose 

Correct Answer: C 

 

QUESTION 5

Bob, your senior colleague, has sent you a mail regarding a deal with one of the clients. You are requested to accept
the offer and you oblige. After 2 days, Bab denies that he had ever sent a mail. What do you want to ""know"" to prove
yourself that it was Bob who had send a mail? 

A. Non-Repudiation 

B. Integrity 

C. Authentication 

D. Confidentiality 
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Correct Answer: A 

Non-repudiation is the assurance that someone cannot deny the validity of something. Non-repudiation is a legal
concept that is widely used in information security and refers to a service, which provides proof of the origin of data and
the integrity of the data. In other words, non-repudiation makes it very difficult to successfully deny who/where a
message came from as well as the authenticity and integrity of that message. 
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