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QUESTION 1

Which of the following provides a security professional with most information about the system\\'s security posture? 

A. Phishing, spamming, sending trojans 

B. Social engineering, company site browsing tailgating 

C. Wardriving, warchalking, social engineering 

D. Port scanning, banner grabbing service identification 

Correct Answer: D 

 

QUESTION 2

You are a penetration tester and are about to perform a scan on a specific server. The agreement that you signed with
the client contains the following specific condition for the scan: "The attacker must scan every port on the server several
times using a set of spoofed sources IP addresses. " Suppose that you are using Nmap to perform this scan. What flag
will you use to satisfy this requirement? 

A. The -A flag 

B. The -g flag 

C. The -f flag 

D. The -D flag 

Correct Answer: D 

flags -source-port and -g are equivalent and instruct nmap to send packets through a selected port. this option is used to
try to cheat firewalls whitelisting traffic from specific ports. the following example can scan the target from the port
twenty to ports eighty, 22, 21,23 and 25 sending fragmented packets to LinuxHint. 

 

QUESTION 3

A security analyst uses Zenmap to perform an ICMP timestamp ping scan to acquire information related to the current
time from the target host machine. 

Which of the following Zenmap options must the analyst use to perform the ICMP timestamp ping scan? 

A. -PY 

B. -PU 

C. -PP 

D. -Pn 

Correct Answer: C 
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QUESTION 4

How is the public key distributed in an orderly, controlled fashion so that the users can be sure of the sender\\'s
identity? 

A. Hash value 

B. Private key 

C. Digital signature 

D. Digital certificate 

Correct Answer: D 

 

QUESTION 5

Henry Is a cyber security specialist hired by BlackEye - Cyber security solutions. He was tasked with discovering the
operating system (OS) of a host. He used the Unkornscan tool to discover the OS of the target system. As a result, he
obtained a TTL value, which Indicates that the target system is running a Windows OS. Identify the TTL value Henry
obtained, which indicates that the target OS is Windows. 

A. 64 

B. 128 

C. 255 

D. 138 

Correct Answer: B 

Windows TTL 128, Linux TTL 64, OpenBSD 255 ... 

https://subinsb.com/default-device-ttl-values/ 

Time to Live (TTL) represents to number of \\'hops\\' a packet can take before it is considered invalid. For
Windows/Windows Phone, this value is 128. This value is 64 for Linux/Android. 
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