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QUESTION 1

John the Ripper is a technical assessment tool used to test the weakness of which of the following? 

A. Passwords 

B. File permissions 

C. Firewall rulesets 

D. Usernames 

Correct Answer: A 

 

 

QUESTION 2

Which file is a rich target to discover the structure of a website during web-server footprinting? 

A. Document root 

B. Robots.txt 

C. domain.txt 

D. index.html 

Correct Answer: B 

Web Server Attack Methodolog Information Gathering from Robots.txt File The robots.txt file contains the list of the web
server directories and files that the web site owner wants to hide from web crawlers. Poorly written robots.txt files can
cause the complete indexing of website files and directories. If confidential files and directories are indexed, an attacker
may easily obtain information such as passwords, email addresses, hidden links, and membership areas.
(P.1650/1634) 

 

QUESTION 3

When you are getting information about a web server, it is very important to know the HTTP Methods (GET, POST,
HEAD, PUT, DELETE, TRACE) that are available because there are two critical methods (PUT and DELETE). PUT can
upload a file to the server and DELETE can delete a file from the server. You can detect all these methods (GET,
POST, HEAD, DELETE, PUT, TRACE) using NMAP script engine. What Nmap script will help you with this task? 

A. http-methods 

B. http enum 

C. http-headers 

D. http-git 
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Correct Answer: A 

 

QUESTION 4

Which access control mechanism allows for multiple systems to use a central authentication server (CAS) that permits
users to authenticate once and gain access to multiple systems? 

A. Role Based Access Control (RBAC) 

B. Discretionary Access Control (DAC) 

C. Single sign-on 

D. Windows authentication 

Correct Answer: C 

 

QUESTION 5

Roma is a member of a security team. She was tasked with protecting the internal network of an organization from
imminent threats. To accomplish this task, Roma fed threat intelligence into the security devices in a digital format to
block and identify inbound and outbound malicious traffic entering the organization\\'s network. 

Which type of threat intelligence is used by Roma to secure the internal network? 

A. Technical threat intelligence 

B. Operational threat intelligence 

C. Tactical threat intelligence 

D. Strategic threat intelligence 

Correct Answer: A 
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