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QUESTION 1

Upon establishing his new startup, Tom hired a cloud service provider (CSP) but was dissatisfied with their service and
wanted to move to another CSP. What part of the contract might prevent him from doing so? 

A. Virtualization 

B. Lock-in 

C. Lock-down 

D. Lock-up 

Correct Answer: B 

 

QUESTION 2

What two conditions must a digital signature meet? 

A. Has to be the same number of characters as a physical signature and must be unique. 

B. Has to be unforgeable, and has to be authentic. 

C. Must be unique and have special characters. 

D. Has to be legible and neat. 

Correct Answer: B 

 

QUESTION 3

Which type of malware spreads from one system to another or from one network to another and causes similar types of
damage as viruses do to the infected system? 

A. Rootkit 

B. Trojan 

C. Worm 

D. Adware 

Correct Answer: C 

 

QUESTION 4

Which of the following are well known password-cracking programs? 

A. L0phtcrack 
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B. NetCat 

C. Jack the Ripper 

D. Netbus 

E. John the Ripper 

Correct Answer: AE 

 

QUESTION 5

Jim\\'s company regularly performs backups of their critical servers. But the company cannot afford to send backup
tapes to an off-site vendor for long-term storage and archiving. Instead, Jim\\'s company keeps the backup tapes in a
safe in the office. Jim\\'s company is audited each year, and the results from this year\\'s audit show a risk because
backup tapes are not stored off-site. The Manager of Information Technology has a plan to take the backup tapes home
with him and wants to know what two things he can do to secure the backup tapes while in transit? 

A. Encrypt the backup tapes and transport them in a lock box. 

B. Degauss the backup tapes and transport them in a lock box. 

C. Hash the backup tapes and transport them in a lock box. 

D. Encrypt the backup tapes and use a courier to transport them. 

Correct Answer: A 
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