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QUESTION 1

Tremp is an IT Security Manager, and he is planning to deploy an IDS in his small company. He is looking for an IDS
with the following characteristics: - Verifies success or failure of an attack - Monitors system activities Detects attacks
that a network-based IDS fails to detect - Near real-time detection and response Does not require additional hardware -
Lower entry cost Which type of IDS is best suited for Tremp\\'s requirements? 

A. Gateway-based IDS 

B. Network-based IDS 

C. Host-based IDS 

D. Open source-based 

Correct Answer: C 

 

QUESTION 2

Sophia is a shopping enthusiast who spends significant time searching for trendy outfits online. Clark, an attacker,
noticed her activities several times and sent a fake email containing a deceptive page link to her social media page
displaying all-new and trendy outfits. In excitement, Sophia clicked on the malicious link and logged in to that page using
her valid credentials. Which of the following tools is employed by Clark to create the spoofed email? 

A. PyLoris 

B. Slowloris 

C. Evilginx 

D. PLCinject 

Correct Answer: C 

 

QUESTION 3

Mary found a high vulnerability during a vulnerability scan and notified her server team. After analysis, they sent her
proof that a fix to that issue had already been applied. The vulnerability that Marry found is called what? 

A. False-negative 

B. False-positive 

C. Brute force attack 

D. Backdoor 

Correct Answer: B 
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QUESTION 4

During a recent security assessment, you discover the organization has one Domain Name Server (DNS) in a
Demilitarized Zone (DMZ) and a second DNS server on the internal network. 

What is this type of DNS configuration commonly called? 

A. DynDNS 

B. DNS Scheme 

C. DNSSEC 

D. Split DNS 

Correct Answer: D 

 

QUESTION 5

Henry Is a cyber security specialist hired by BlackEye - Cyber security solutions. He was tasked with discovering the
operating system (OS) of a host. He used the Unkornscan tool to discover the OS of the target system. As a result, he
obtained a TTL value, which Indicates that the target system is running a Windows OS. Identify the TTL value Henry
obtained, which indicates that the target OS is Windows. 

A. 64 

B. 128 

C. 255 

D. 138 

Correct Answer: B 
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