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QUESTION 1

You have compromised a server and successfully gained a root access. You want to pivot and pass traffic undetected
over the network and evade any possible Intrusion Detection System. What is the best approach?

A. Use Alternate Data Streams to hide the outgoing packets from this server.

B. Use HTTP so that all traffic can be routed vis a browser, thus evading the internal Intrusion Detection Systems.
C. Install Cryptcat and encrypt outgoing packets from this server.

D. Install and use Telnet to encrypt all outgoing traffic from this server.

Correct Answer: C

QUESTION 2

You are trying to break into a highly classified top-secret mainframe computer with highest security system in place at
Merclyn Barley Bank located in Los Angeles.

You know that conventional hacking doesn\\'t work in this case, because organizations such as banks are generally tight
and secure when it comes to protecting their systems.

In other words, you are trying to penetrate an otherwise impenetrable system.
How would you proceed?

A. Look for "zero-day" exploits at various underground hacker websites in Russia and China and buy the necessary
exploits from these hackers and target the bank\\'s network

B. Try to hang around the local pubs or restaurants near the bank, get talking to a poorly- paid or disgruntled employee,
and offer them money if they\Vll abuse their access privileges by providing you with sensitive information

C. Launch DDOS attacks against Merclyn Barley Bank\\'s routers and firewall systems using 100, 000 or more
"zombies" and "bots"

D. Try to conduct Man-in-the-Middle (MiTM) attack and divert the network traffic going to the Merclyn Barley Bank\\'s
Webserver to that of your machine using DNS Cache Poisoning techniques

Correct Answer: B

QUESTION 3

What is the BEST alternative if you discover that a rootkit has been installed on one of your computers?
A. Copy the system files from a known good system

B. Perform a trap and trace

C. Delete the files and try to determine the source
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D. Reload from a previous backup
E. Reload from known good media

Correct Answer: E

QUESTION 4

You have the SOA presented below in your Zone.

Your secondary servers have not been able to contact your primary server to synchronize information. How long will the
secondary servers attempt to contact the primary server before it considers that zone is dead and stops responding to
queries?

collegae.edu.SOA, cikkye.edu ipad.college.edu. (200302028 3600 3600 604800 3600)

A. One day

B. One hour

C. One week

D. One month

Correct Answer: C

QUESTION 5

Which of the following scanning method splits the TCP header into several packets and makes it difficult for packet
filters to detect the purpose of the packet?

A. ACK flag probe scanning

B. ICMP Echo scanning

C. SYN/FIN scanning using IP fragments
D. IPID scanning

Correct Answer: C
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