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QUESTION 1

A company\\'s security policy states that all Web browsers must automatically delete their HTTP browser cookies upon
terminating. What sort of security breach is this policy attempting to mitigate?

A. Attempts by attackers to access the user and password information stored in the company\\'s SQL database.

B. Attempts by attackers to access Web sites that trust the Web browser user by stealing the user\\'s authentication
credentials.

C. Attempts by attackers to access password stored on the user\\'s computer without the user\\'s knowledge.

D. Attempts by attackers to determine the user\\'s Web browser usage patterns, including when sites were visited and
for how long.

Correct Answer: B

QUESTION 2

Which access control mechanism allows for multiple systems to use a central authentication server (CAS) that permits
users to authenticate once and gain access to multiple systems?

A. Role Based Access Control (RBAC)
B. Discretionary Access Control (DAC)
C. Single sign-on

D. Windows authentication

Correct Answer: C

QUESTION 3

John, a professional hacker, targeted CyberSol Inc., an MNC. He decided to discover the I0T devices connected in the
target network that are using default credentials and are vulnerable to various hijacking attacks. For this purpose, he
used an automated tool to scan the target network for specific types of 10T devices and detect whether they are using
the default, factory-set credentials. What is the tool employed by John in the above scenario?

A. loTSeeker

B. IoT Inspector

C. ATandT loT Platform

D. Azure loT Central

Correct Answer: A
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QUESTION 4

Which of the following statements is FALSE with respect to Intrusion Detection Systems?

A. Intrusion Detection Systems can be configured to distinguish specific content in network packets

B. Intrusion Detection Systems can easily distinguish a malicious payload in an encrypted traffic

C. Intrusion Detection Systems require constant update of the signature library

D. Intrusion Detection Systems can examine the contents of the data n context of the network protocol

Correct Answer: B

QUESTION 5

Gilbert, a web developer, uses a centralized web API to reduce complexity and increase the Integrity of updating and
changing data. For this purpose, he uses a web service that uses HTTP methods such as PUT. POST. GET. and
DELETE and can improve the overall performance, visibility, scalability, reliability, and portability of an application. What
is the type of web-service API mentioned in the above scenario?

A. JSON-RPC

B. SOAP API

C. RESTful API

D. REST API

Correct Answer: C
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