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QUESTION 1

Which of the below hashing functions are not recommended for use?
A. SHA-1.ECC

B. MD5, SHA-1

C. SHA-2. SHA-3

D. MD5. SHA-5

Correct Answer: A

QUESTION 2

In both pharming and phishing attacks an attacker can create websites that look similar to legitimate sites with the intent
of collecting personal identifiable information from its victims. What is the difference between pharming and phishing
attacks?

A. In a pharming attack a victim is redirected to a fake website by modifying their host configuration file or by exploiting
vulnerabilities in DNS. In a phishing attack an attacker provides the victim with a URL that is either misspelled or looks
similar to the actual websites domain name.

B. Both pharming and phishing attacks are purely technical and are not considered forms of social engineering.

C. Both pharming and phishing attacks are identical.

D. In a phishing attack a victim is redirected to a fake website by modifying their host configuration file or by exploiting
vulnerabilities in DNS. In a pharming attack an attacker provides the victim with a URL that is either misspelled or looks

very similar to the actual websites domain name.

Correct Answer: A

QUESTION 3

Which security control role does encryption meet?
A. Preventative

B. Detective

C. Offensive

D. Defensive

Correct Answer: A

QUESTION 4
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Based on the below log, which of the following sentences are true?

Mar 1, 2016, 7:33:28 AM 10.240.250.23 ?54373 10.249.253.15 ?22 tcp_ip

A. SSH communications are encrypted it\\'s impossible to know who is the client or the server
B. Application is FTP and 10.240.250.23 is the client and 10.249.253.15 is the server

C. Application is SSH and 10.240.250.23 is the client and 10.249.253.15 is the server

D. Application is SSH and 10.240.250.23 is the server and 10.249.253.15 is the server

Correct Answer: C

QUESTION 5

An attacker uses a communication channel within an operating system that is neither designed nor intended to transfer
information. What is the name of the communications channel?

A. Classified
B. Overt

C. Encrypted
D. Covert

Correct Answer: D
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