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QUESTION 1

A company has five different subnets: 192.168.1.0, 192.168.2.0, 192.168.3.0, 192.168.4.0 and 

192.168.5.0. How can NMAP be used to scan these adjacent Class C networks? 

A. NMAP -P 192.168.1-5. 

B. NMAP -P 192.168.0.0/16 

C. NMAP -P 192.168.1.0,2.0,3.0,4.0,5.0 

D. NMAP -P 192.168.1/17 

Correct Answer: A 

 

QUESTION 2

What is the known plaintext attack used against DES which gives the result that encrypting plaintext with one DES key
followed by encrypting it with a second DES key is no more secure than using a single key? 

A. Man-in-the-middle attack 

B. Meet-in-the-middle attack 

C. Replay attack 

D. Traffic analysis attack 

Correct Answer: B 

 

QUESTION 3

Which access control mechanism allows for multiple systems to use a central authentication server (CAS) that permits
users to authenticate once and gain access to multiple systems? 

A. Role Based Access Control (RBAC) 

B. Discretionary Access Control (DAC) 

C. Windows authentication 

D. Single sign-on 

Correct Answer: D 

 

QUESTION 4

You are performing a penetration test for a client and have gained shell access to a Windows machine on the internal
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network. You intend to retrieve all DNS records for the internal domain, if the DNS server is at 

192.168.10.2 and the domain name is abccorp.local, what command would you type at the nslookup prompt to attempt
a zone transfer? 

A. list server=192.168.10.2 type=all 

B. is-d abccorp.local 

C. Iserver 192.168.10.2-t all 

D. List domain=Abccorp.local type=zone 

Correct Answer: B 

 

QUESTION 5

What is the process of logging, recording, and resolving events that take place in an organization? 

A. Incident Management Process 

B. Security Policy 

C. Internal Procedure 

D. Metrics 

Correct Answer: A 

The activities within the incident management process include: 

References: https://en.wikipedia.org/wiki/Incident_management_(ITSM)#Incident_management_proced ure 
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