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QUESTION 1

To send a PGP encrypted message, which piece of information from the recipient must the sender have before
encrypting the message? 

A. Recipient\\'s private key 

B. Recipient\\'s public key 

C. Master encryption key 

D. Sender\\'s public key 

Correct Answer: B 

 

QUESTION 2

Trinity needs to scan all hosts on a /16 network for TCP port 445 only. What is the fastest way she can accomplish this
with Nmap? Stealth is not a concern. 

A. nmap -sn -sF 10.1.0.0/16 445 

B. nmap -p 445 -n -T4 –open 10.1.0.0/16 

C. nmap -s 445 -sU -T5 10.1.0.0/16 

D. nmap -p 445 –max -Pn 10.1.0.0/16 

Correct Answer: B 

 

 

QUESTION 3

What is the proper response for a NULL scan if the port is closed? 

A. SYN 

B. ACK 

C. FIN 

D. PSH 

E. RST F. No response 

Correct Answer: E 

 

QUESTION 4
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A well-intentioned researcher discovers a vulnerability on the web site of a major corporation. What should he do? 

A. Ignore it. 

B. Try to sell the information to a well-paying party on the dark web. 

C. Notify the web site owner so that corrective action be taken as soon as possible to patch the vulnerability. 

D. Exploit the vulnerability without harming the web site owner so that attention be drawn to the problem. 

Correct Answer: C 

 

QUESTION 5

A circuit level gateway works at which of the following layers of the OSI Model? 

A. Layer 5 - Application 

B. Layer 4 - TCP 

C. Layer 3 - Internet protocol 

D. Layer 2 - Data link 

Correct Answer: B 
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