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QUESTION 1

Which of the following tools would MOST LIKELY be used to perform security audit on various of forms of network
systems? 

A. Intrusion Detection System 

B. Vulnerability scanner 

C. Port scanner 

D. Protocol analyzer 

Correct Answer: B 

 

QUESTION 2

What hacking attack is challenge/response authentication used to prevent? 

A. Replay attacks 

B. Scanning attacks 

C. Session hijacking attacks 

D. Password cracking attacks 

Correct Answer: A 

 

QUESTION 3

A Certificate Authority (CA) generates a key pair that will be used for encryption and decryption of email. The integrity of
the encrypted email is dependent on the security of which of the following? 

A. Public key 

B. Private key 

C. Modulus length D. Email server certificate 

Correct Answer: B 

 

QUESTION 4

Which property ensures that a hash function will not produce the same hashed value for two different messages? 

A. Collision resistance 

B. Bit length 
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C. Key strength 

D. Entropy 

Correct Answer: A 

 

QUESTION 5

A penetration tester was hired to perform a penetration test for a bank. The tester began searching for IP ranges owned
by the bank, performing lookups on the bank\\'s DNS servers, reading news articles online about the bank, watching
what times the bank employees come into work and leave from work, searching the bank\\'s job postings (paying special
attention to IT related jobs), and visiting the local dumpster for the bank\\'s corporate office. What phase of the
penetration test is the tester currently in? 

A. Information reporting 

B. Vulnerability assessment 

C. Active information gathering 

D. Passive information gathering 

Correct Answer: D 
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