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QUESTION 1

Gerald is a Certified Ethical Hacker working for a large financial institution in Oklahoma City. Gerald is currently
performing an annual security audit of the company\\'s network. One of the company\\'s primary concerns is how the
corporate data is transferred back and forth from the banks all over the city to the data warehouse at the company\\'s
home office. To see what type of traffic is being passed back and forth and to see how secure that data really is, Gerald
uses a session hijacking tool to intercept traffic between a server and a client. Gerald hijacks an HTML session between
a client running a web application which connects to a SQL database at the home office. Gerald does not kill the
client\\'s session; he simply monitors the traffic that passes between it and the server. 

What type of session attack is Gerald employing here? 

A. He is utilizing a passive network level hijack to see the session traffic used to communicate between the two devices 

B. Gerald is using a passive application level hijack to monitor the client and server traffic 

C. This type of attack would be considered an active application attack since he is actively monitoring the traffic 

D. This type of hijacking attack is called an active network attack 

Correct Answer: C 

Session Hijacking is an active attack 

 

QUESTION 2

What are the main drawbacks for anti-virus software? 

A. AV software is difficult to keep up to the current revisions. 

B. AV software can detect viruses but can take no action. 

C. AV software is signature driven so new exploits are not detected. 

D. It\\'s relatively easy for an attacker to change the anatomy of an attack to bypass AV systems 

E. AV software isn\\'t available on all major operating systems platforms. 

F. AV software is very machine (hardware) dependent. 

Correct Answer: C 

Although there are functions like heuristic scanning and sandbox technology, the Antivirus program is still mainly
depending of signature databases and can only find already known viruses. 

 

QUESTION 3

What does FIN in TCP flag define? 

A. Used to close a TCP connection 
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B. Used to abort a TCP connection abruptly 

C. Used to indicate the beginning of a TCP connection 

D. Used to acknowledge receipt of a previous packet or transmission 

Correct Answer: A 

The FIN flag stands for the word FINished. This flag is used to tear down the virtual connections created using the
previous flag (SYN), so because of this reason, the FIN flag always appears when the last packets are exchanged
between a connection. 

 

QUESTION 4

Here is the ASCII Sheet. 

You want to guess the DBO username juggyboy (8 characters) using Blind SQL Injection technique. 

What is the correct syntax? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: A 

 

QUESTION 5

Usernames, passwords, e-mail addresses, and the location of CGI scripts may be obtained from which of the following
information sources? 
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A. Company web site 

B. Search engines 

C. EDGAR Database query 

D. Whois query 

Correct Answer: A 

Whois query would not enable us to find the CGI scripts whereas in the actual website, some of them will have scripts
written to make the website more user friendly. The EDGAR database would in fact give us a lot of the information
requested but not the location of CGI scripts, as would a simple search engine on the Internet if you have the time
needed. 
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