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QUESTION 1

Bank of Timbuktu was a medium-sized, regional financial institution in Timbuktu. The bank has deployed a new Internet-
accessible Web application recently, using which customers could access their account balances, transfer money
between accounts, pay bills and conduct online financial business using a Web browser. 

John Stevens was in charge of information security at Bank of Timbuktu. After one month in production, several
customers complained about the Internet enabled banking application. Strangely, the account balances of many bank\\'s
customers has been changed! However, money hadn\\'t been removed from the bank. Instead, money was transferred
between accounts. Given this attack profile, John Stevens reviewed the Web application\\'s logs and found the following
entries: 

Attempted login of unknown user: John Attempted login of unknown user: sysaR Attempted login of unknown user:
sencat Attempted login of unknown user: pete `\\'; Attempted login of unknown user: ` or 1=1-Attempted login of
unknown user: `; drop table logins-- Login of user jason, sessionID= 0x75627578626F6F6B Login of user daniel,
sessionID= 0x98627579539E13BE Login of user rebecca, sessionID= 0x90627579944CCB811 Login of user mike,
sessionID= 0x9062757935FB5C64 Transfer Funds user jason Pay Bill user mike Logout of user mike 

What kind of attack did the Hacker attempt to carry out at the bank? (Choose the best answer) 

A. The Hacker attempted SQL Injection technique to gain access to a valid bank login ID. 

B. The Hacker attempted Session hijacking, in which the Hacker opened an account with the bank, then logged in to
receive a session ID, guessed the next ID and took over Jason\\'s session. 

C. The Hacker attempted a brute force attack to guess login ID and password using password cracking tools. 

D. The Hacker used a random generator module to pass results to the Web server and exploited Web application CGI
vulnerability. 

Correct Answer: A 

The following part: 

Attempted login of unknown user: pete `\\'; 

Attempted login of unknown user: ` or 1=1-Attempted login of unknown user: `; drop table logins-- Clearly shows a
hacker trying to perform a SQL injection by bypassing the login with the statement 1=1 and then dumping the logins
table. 

 

QUESTION 2

Global deployment of RFC 2827 would help mitigate what classification of attack? 

A. Sniffing attack 

B. Denial of service attack 

C. Spoofing attack 

D. Reconnaissance attack 

E. Prot Scan attack 
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Correct Answer: C 

RFC 2827 - Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source Address Spoofing 

 

QUESTION 3

How many bits encryption does SHA-1 use? 

A. 64 bits 

B. 128 bits 

C. 160 bits 

D. 256 bits 

Correct Answer: C 

SHA-1 (as well as SHA-0) produces a 160-bit digest from a message with a maximum length of 264 - 1 bits, and is
based on principles similar to those used by Professor Ronald L. Rivest of MIT in the design of the MD4 and MD5
message digest algorithms. 

 

QUESTION 4

When writing shellcodes, you must avoid _________________ because these will end the string. 

A. Null Bytes 

B. Root Bytes 

C. Char Bytes 

D. Unicode Bytes 

Correct Answer: A 

The null character (also null terminator) is a character with the value zero, present in the ASCII and Unicode character
sets, and available in nearly all mainstream programming languages. The original meaning of this character was like
NOP -- when sent to a printer or a terminal, it does nothing (some terminals, however, incorrectly display it as space).
Strings ending in a null character are said to be null-terminated. 
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QUESTION 5

Which one of the following attacks will pass through a network layer intrusion detection system undetected? 

A. A teardrop attack 

B. A SYN flood attack 

C. A DNS spoofing attack 

D. A test.cgi attack 

Correct Answer: D 

Because a network-based IDS reviews packets and headers, it can also detect denial of service (DoS) attacks 

Not A or B: 

The following sections discuss some of the possible DoS attacks available. 

Smurf 

Fraggle 

SYN Flood 

Teardrop 

DNS DoS Attacks" 
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