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QUESTION 1

What type of session hijacking attack is shown in the exhibit? 

A. Session Sniffing Attack 

B. Cross-site scripting Attack 

C. SQL Injection Attack 

D. Token sniffing Attack 

Correct Answer: A 

 

 

QUESTION 2

_____ is a type of symmetric-key encryption algorithm that transforms a fixed-length block of plaintext (unencrypted
text) data into a block of ciphertext (encrypted text) data of the same length. 

A. Bit Cipher 

B. Hash Cipher 

C. Block Cipher 

D. Stream Cipher 

Correct Answer: C 

A block cipher is a symmetric key cipher which operates on fixed-length groups of bits, termed blocks, with an unvarying
transformation. When encrypting, a block cipher might take a (for example) 128-bit block of plaintext as input, and
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output a corresponding 128-bit block of ciphertext. 

 

QUESTION 3

What is the command used to create a binary log file using tcpdump? 

A. tcpdump -r log 

B. tcpdump -w ./log 

C. tcpdump -vde -r log 

D. tcpdump -l /var/log/ 

Correct Answer: B 

tcpdump [ -adeflnNOpqStvx ] [ -c count ] [ -F file ] [ -i interface ] [ -r file ] [ -s snaplen ] [ -T type ] [ -w file ] [ expression ]
-w Write the raw packets to file rather than parsing and printing them out. 

 

QUESTION 4

You are having problems while retrieving results after performing port scanning during internal testing. You verify that
there are no security devices between you and the target system. When both stealth and connect scanning do not work,
you decide to perform a NULL scan with NMAP. The first few systems scanned shows all ports open. 

Which one of the following statements is probably true? 

A. The systems have all ports open. 

B. The systems are running a host based IDS. 

C. The systems are web servers. 

D. The systems are running Windows. 

Correct Answer: D 

The null scan turns off all flags, creating a lack of TCP flags that should never occur in the real world. If the port is
closed, a RST frame should be returned and a null scan to an open port results in no response. Unfortunately Microsoft
(like usual) decided to completely ignore the standard and do things their own way. Thus this scan type will not work
against systems running Windows as they choose not to response at all. This is a good way to distinguish that the
system being scanned is running Microsoft Windows. 

 

QUESTION 5

What is the expected result of the following exploit? 
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A. Opens up a telnet listener that requires no username or password. 

B. Create a FTP server with write permissions enabled. 

C. Creates a share called "sasfile" on the target system. 

D. Creates an account with a user name of Anonymous and a password of noone@nowhere.com. 

Correct Answer: A 

The script being depicted is in perl (both msadc.pl and the script their using as a wrapper) -- $port, $your, $user, $pass,
$host are variables that hold the port # of a DNS server, an IP, username, and FTP password. $host is set to argument
variable 0 (which means the string typed directly after the command). Essentially what happens is it connects to an FTP
server and downloads nc.exe (the TCP/IP swiss-army knife -- netcat) and uses nc to open a TCP port spawning
cmd.exe (cmd.exe is the Win32 DOS shell on NT/2000/2003/XP), cmd.exe when spawned requires NO username or
password and has the permissions of the username it is being executed as (probably guest in this instance, although it
could be administrator). The #\\'s in the script means the text following is a comment, notice the last line in particular, if
the # was removed the script would spawn a connection to itself, the host system it was running on. 
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