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QUESTION 1

Which of the following steganography utilities exploits the nature of white space and allows the user to conceal
information in these white spaces? 

A. Snow 

B. Gif-It-Up 

C. NiceText 

D. Image Hide 

Correct Answer: A 

The program snow is used to conceal messages in ASCII text by appending whitespace to the end of lines. Because
spaces and tabs are generally not visible in text viewers, the message is effectively hidden from casual observers. And
if the built-in encryption is used, the message cannot be read even if it is detected. 

 

QUESTION 2

An Evil Cracker is attempting to penetrate your private network security. To do this, he must not be seen by your IDS, as
it may take action to stop him. What tool might he use to bypass the IDS? Select the best answer. 

A. Firewalk 

B. Manhunt 

C. Fragrouter 

D. Fragids 

Correct Answer: C 

Firewalking is a way to disguise a portscan. Thus, firewalking is not a tool, but a method of conducting a port scan in
which it can be hidden from some firewalls. 

Synamtec Man-Hunt is an IDS, not a tool to evade an IDS. 

Fragrouter is a tool that can take IP traffic and fragment it into multiple pieces. There is a legitimate reason that
fragmentation is done, but it is also a technique that can help an attacker to evade detection while Fragids is a made-up
tool and 

does not exist. 

 

QUESTION 3

Bob has set up three web servers on Windows Server 2003 IIS 6.0. Bob has followed all the recommendations for
securing the operating system and IIS. These servers are going to run numerous e-commerce websites that are
projected to bring in thousands of dollars a day. Bob is still concerned about the security of this server because of the
potential for financial loss. Bob has asked his company\\'s firewall administrator to set the firewall to inspect all incoming
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traffic on ports 80 and 443 to ensure that no malicious data is getting into the network. 

Why will this not be possible? 

A. Firewalls can\\'t inspect traffic coming through port 443 

B. Firewalls can only inspect outbound traffic 

C. Firewalls can\\'t inspect traffic coming through port 80 

D. Firewalls can\\'t inspect traffic at all, they can only block or allow certain ports 

Correct Answer: D 

In order to really inspect traffic and traffic patterns you need an IDS. 

 

QUESTION 4

You are the security administrator for a large network. You want to prevent attackers from running any sort of traceroute
into your DMZ and discover the internal structure of publicly accessible areas of the network. How can you achieve
this? 

A. Block ICMP at the firewall. 

B. Block UDP at the firewall. 

C. Both A and B. 

D. There is no way to completely block doing a trace route into this area. 

Correct Answer: D 

When you run a traceroute to a target network address, you send a UDP packet with one time to live (TTL) to the target
address. The first router this packet hits decreases the TTL to 0 and rejects the packet. Now the TTL for the packet is
expired. The router sends back an ICMP message type 11 (Exceeded) code 0 (TTL-- Exceeded) packet to your system
with a source address. Your system displays the round-trip time for that first hop and sends out the next UDP packet
with a TTL of 2.This process continues until you receive an ICMP message type 3 (Unreachable) code 3
(Port--Unreachable) from the destination system. Traceroute is completed when your machine receives a Port-
Unreachable message.If you receive a message with three asterisks [* * *] during the traceroute, a router in the path
doesn\\'t return ICMP messages. Traceroute will continue to send UDP packets until the destination is reached or the
maximum number of hops is exceeded. 

 

QUESTION 5

Snort has been used to capture packets on the network. On studying the packets, the penetration tester finds it to be
abnormal. If you were the penetration tester, why would you find this abnormal? (Note: The student is being tested on
concept learnt during passive OS fingerprinting, basic TCP/IP connection concepts and the ability to read packet
signatures from a sniff dumo.) 05/20-17:06:45.061034 192.160.13.4:31337 -> 172.16.1.101:1 TCP TTL:44 TOS:0x10
ID:242 ***FRP** Seq: 0XA1D95 Ack: 0x53 Win: 0x400 

05/20-17:06:58.685879 192.160.13.4:31337 -> 172.16.1.101:1024 TCP TTL:44 TOS:0x10 ID:242 ***FRP** Seg:
0XA1D95 Ack: 0x53 Win: 0x400 What is odd about this attack? (Choose the most appropriate statement) 
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A. This is not a spoofed packet as the IP stack has increasing numbers for the three flags. 

B. This is back orifice activity as the scan comes from port 31337. 

C. The attacker wants to avoid creating a sub-carrier connection that is not normally valid. 

D. There packets were created by a tool; they were not created by a standard IP stack. 

Correct Answer: B 

Port 31337 is normally used by Back Orifice. Note that 31337 is hackers spelling of `elite\\', meaning `elite hackers\\'. 
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