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QUESTION 1
Dumpster Diving refers to:

A. Searching for sensitive information in the user\\'s trash bins and printer trash bins, and searching the user\\'s desk for
sticky notes

B. Looking at either the user\\'s keyboard or screen while he/she is logging in
C. Convincing people to reveal the confidential information
D. Creating a set of dictionary words and names, and trying all the possible combinations to crack the password

Correct Answer: A

QUESTION 2

POP3 (Post Office Protocol 3) is a standard protocol for receiving email that deletes mail on the server as soon as the
user downloads it. When a message arrives, the POP3 server appends it to the bottom of the recipient\\'s account file,
which can be retrieved by the email client at any preferred time. Email client connects to the POP3 server at

by default to fetch emails.

A. Port 109
B. Port 110
C. Port 115
D. Port 123

Correct Answer: B

QUESTION 3
What is a chain of custody?

A. A legal document that demonstrates the progression of evidence as it travels from the original evidence location to
the forensic laboratory

B. It is a search warrant that is required for seizing evidence at a crime scene
C. It Is a document that lists chain of windows process events

D. Chain of custody refers to obtaining preemptive court order to restrict further damage of evidence in electronic
seizures

Correct Answer: A

QUESTION 4
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File signature analysis involves collecting information from the of a file to determine the type and function
of the file

A. First 10 bytes
B. First 20 bytes
C. First 30 bytes
D. First 40 bytes

Correct Answer: B

QUESTION 5

During the seizure of digital evidence, the suspect can be allowed touch the computer system.
A. True

B. False

Correct Answer: B
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