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QUESTION 1

What is the "Best Evidence Rule"? 

A. It states that the court only allows the original evidence of a document, photograph, or recording at the trial rather
than a copy 

B. It contains system time, logged-on user(s), open files, network information, process information, process-to-port
mapping, process memory, clipboard contents, service/driver information, and command history 

C. It contains hidden files, slack space, swap file, index.dat files, unallocated clusters, unused partitions, hidden
partitions, registry settings, and event logs 

D. It contains information such as open network connection, user logout, programs that reside in memory, and cache
data 

Correct Answer: A 

 

QUESTION 2

What is the First Step required in preparing a computer for forensics investigation? 

A. Do not turn the computer off or on, run any programs, or attempt to access data on a computer 

B. Secure any relevant media 

C. Suspend automated document destruction and recycling policies that may pertain to any relevant media or users at
Issue 

D. Identify the type of data you are seeking, the Information you are looking for, and the urgency level of the
examination 

Correct Answer: A 

 

QUESTION 3

If the partition size Is 4 GB, each cluster will be 32 K. Even If a file needs only 10 K, the entire 32 K will be allocated,
resulting In 22 K of___________. 

A. Slack space 

B. Deleted space 

C. Cluster space 

D. Sector space 

Correct Answer: A 
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QUESTION 4

An image is an artifact that reproduces the likeness of some subject. These are produced by optical devices (i.e.
cameras, mirrors, lenses, telescopes, and microscopes). 

Which property of the image shows you the number of colors available for each pixel in an image? 

A. Pixel 

B. Bit Depth 

C. File Formats 

D. Image File Size 

Correct Answer: B 

 

QUESTION 5

MAC filtering is a security access control methodology, where a ___________ is assigned to each network card to
determine access to the network 

A. 16-bit address 

B. 24-bit address 

C. 32-bit address 

D. 48-bit address 

Correct Answer: D 
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