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QUESTION 1

When collecting evidence from the RAM, where do you look for data?
A. Swap file

B. SAM file

C. Data file

D. Log file

Correct Answer: A

QUESTION 2

An attack vector is a path or means by which an attacker can gain access to computer or network resources in order to
deliver an attack payload or cause a malicious outcome.

A. True
B. False

Correct Answer: A

QUESTION 3

The status of the network interface cards (NICs) connected to a system gives information about whether the system is
connected to a wireless access point and what IP address is being used. Which command displays the network
configuration of the NICs on the system?

A. ipconfig /all

B. netstat

C. net session

D. tasklist

Correct Answer: A

QUESTION 4
In what circumstances would you conduct searches without a warrant?

A. When destruction of evidence is imminent, a warrantless seizure of that evidence is justified if there is probable
cause to believe that the item seized constitutes evidence of criminal activity

B. Agents may search a place or object without a warrant if he suspect the crime was committed C. A search warrant is
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not required if the crime involves Denial-Of-Service attack over the Internet

D. Law enforcement agencies located in California under section SB 567 are authorized to seize computers without
warrant under all circumstances

Correct Answer: A

QUESTION 5

When the operating system marks cluster as used, but does not allocate them to any file, such clusters are known as

A. Lost clusters

B. Bad clusters

C. Empty clusters
D. Unused clusters

Correct Answer: A
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