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QUESTION 1

The evolution of web services and their increasing use in business offers new attack vectors in an application
framework. Web services are based on XML protocols such as web Services Definition Language (WSDL) for
describing the connection points, Universal Description, Discovery, and Integration (UDDI) for the description and
discovery of Web services and Simple Object Access Protocol (SOAP) for communication between Web services that
are vulnerable to various web application threats. Which of the following layer in web services stack is vulnerable to fault
code leaks?

A. Presentation Layer

B. Security Layer

C. Discovery Layer

D. Access Layer

Correct Answer: C

QUESTION 2

What is the first step that needs to be carried out to crack the password?

A. A word list is created using a dictionary generator program or dictionaries

B. The list of dictionary words is hashed or encrypted

C. The hashed wordlist is compared against the target hashed password, generally one word at a time

D. If it matches, that password has been cracked and the password cracker displays the unencrypted version of the
password

Correct Answer: A

QUESTION 3

Which of the following attacks allows an attacker to access restricted directories, including application source code,
configuration and critical system files, and to execute commands outside of the web server\\'s root directory?

A. Unvalidated input
B. Parameter/form tampering
C. Directory traversal
D. Security misconfiguration

Correct Answer: C
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QUESTION 4

Digital evidence validation involves using a hashing algorithm utility to create a binary or hexadecimal number that
represents the uniqueness of a data set, such as a disk drive or file. Which of the following hash algorithms produces a
message digest that is 128 bits long?

A. CRC-32

B. MD5

C. SHA-1

D. SHA-512

Correct Answer: B

QUESTION 5

All the Information about the user activity on the network, like details about login and logoff attempts, is collected in the
security log of the computer. When a user\\'s login is successful, successful audits generate an entry whereas
unsuccessful audits generate an entry for failed login attempts in the logon event ID table.

In the logon event ID table, which event ID entry (number) represents a successful logging on to a computer?

A. 528

B. 529

C. 530

D. 531

Correct Answer: A
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