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QUESTION 1

Netstat is a tool for collecting Information regarding network connections. It provides a simple view of TCP and UDP
connections, and their state and network traffic statistics. 

Which of the following commands shows you the TCP and UDP network connections, listening ports, and the
identifiers? 

A. netstat -ano 

B. netstat -b 

C. netstat -r 

D. netstat -s 

Correct Answer: A 

 

QUESTION 2

Dumpster Diving refers to: 

A. Searching for sensitive information in the user\\'s trash bins and printer trash bins, and searching the user\\'s desk for
sticky notes 

B. Looking at either the user\\'s keyboard or screen while he/she is logging in 

C. Convincing people to reveal the confidential information 

D. Creating a set of dictionary words and names, and trying all the possible combinations to crack the password 

Correct Answer: A 

 

QUESTION 3

Steganography is a technique of hiding a secret message within an ordinary message and extracting it at the destination
to maintain the confidentiality of data. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 4

Who is responsible for the following tasks? 

A. Non-Laboratory Staff 
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B. System administrators 

C. Local managers or other non-forensic staff 

D. Lawyers 

Correct Answer: A 

 

QUESTION 5

Which of the following statements is incorrect related to acquiring electronic evidence at crime scene? 

A. Sample banners are used to record the system activities when used by the unauthorized user 

B. In warning banners, organizations give clear and unequivocal notice to intruders that by signing onto the system they
are expressly consenting to such monitoring 

C. The equipment is seized which is connected to the case, knowing the role of the computer which will indicate what
should be taken 

D. At the time of seizing process, you need to shut down the computer immediately 

Correct Answer: D 
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