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QUESTION 1

Which of the following technique creates a replica of an evidence media?
A. Data Extraction

B. Backup

C. Bit Stream Imaging

D. Data Deduplication

Correct Answer: C

QUESTION 2

George was recently fired from his job as an IT analyst at Pitts and Company in Dallas Texas. His main duties as an
analyst were to support the company Active Directory structure and to create network polices. George now wants to
break into the company network by cracking some ofcompany? Active Directory structure and to create network polices.
George now wants to break into the company? network by cracking some of the service accounts he knows about.
Which password cracking technigue should George use in this situation?

A. Brute force attack

B. Syllable attack

C. Rule-based attack

D. Dictionary attack

Correct Answer: C

QUESTION 3

You are called by an author who is writing a book and he wants to know how long the copyright for his book will last
after he has the book published?

A. 70 years

B. The life of the author

C. The life of the author plus 70 years
D. Copyrights last forever

Correct Answer: C
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QUESTION 4

Which among the following web application threats is resulted when developers expose various internal implementation
objects, such as files, directories, database records, or key-through references?

A. Remote File Inclusion

B. Cross Site Scripting

C. Insecure Direct Object References
D. Cross Site Request Forgery
Correct Answer: C

Reference: https://www.pluralsight.com/guides/must-known-web-security-risks-for-developers

QUESTION 5

Amber, a black hat hacker, has embedded a malware into a small enticing advertisement and posted it on a popular ad-
network that displays across various websites. What is she doing?

A. Click-jacking

B. Compromising a legitimate site
C. Spearphishing

D. Malvertising

Correct Answer: D
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