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QUESTION 1

Jony, a security analyst, while monitoring IIS logs, identified events shown in the figure below. 

What does this event log indicate? 

A. Parameter Tampering Attack 

B. XSS Attack 

C. Directory Traversal Attack 

D. SQL Injection Attack 

Correct Answer: A 

 

QUESTION 2

Which encoding replaces unusual ASCII characters with "%" followed by the character\\'s two-digit ASCII code
expressed in hexadecimal? 

A. Unicode Encoding 

B. UTF Encoding 

C. Base64 Encoding 

D. URL Encoding 

Correct Answer: D 

Reference: https://ktflash.gitbooks.io/ceh_v9/content/125_countermeasures.html 

 

QUESTION 3

Identify the attack in which the attacker exploits a target system through publicly known but still unpatched
vulnerabilities. 

A. Slow DoS Attack 

B. DHCP Starvation 
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C. Zero-Day Attack 

D. DNS Poisoning Attack 

Correct Answer: C 

Reference: https://www.bullguard.com/bullguard-security-center/pc-security/computer-threats/what-are-zero-day-
attacks.aspx 

 

QUESTION 4

Which of the following Windows Event Id will help you monitors file sharing across the network? 

A. 7045 

B. 4625 

C. 5140 

D. 4624 

Correct Answer: C 

Reference: https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventID=5140 

 

QUESTION 5

Which of the following Windows event is logged every time when a user tries to access the "Registry" key? 

A. 4656 

B. 4663 

C. 4660 

D. 4657 

Correct Answer: D 

Reference: https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventID=4657 
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