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QUESTION 1

Which of the following tool can be used to filter web requests associated with the SQL Injection attack?
A. Nmap

B. UrlScan

C. ZAP proxy

D. Hydra

Correct Answer: B

Reference: https://aip.scitation.org/doi/pdf/10.1063/1.4982570

QUESTION 2

Which attack works like a dictionary attack, but adds some numbers and symbols to the words from the dictionary and
tries to crack the password?

A. Hybrid Attack

B. Bruteforce Attack

C. Rainbow Table Attack
D. Birthday Attack
Correct Answer: B

Reference: https://www.techrepublic.com/article/brute-force-and-dictionary-attacks-a-cheat-sheet/

QUESTION 3

Which of the following steps of incident handling and response process focus on limiting the scope and extent of an
incident?

A. Containment
B. Data Collection
C. Eradication

D. Identification

Correct Answer: A

QUESTION 4
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What does HTTPS Status code 403 represents?
A. Unauthorized Error

B. Not Found Error

C. Internal Server Error

D. Forbidden Error

Correct Answer: D

Reference: https://en.wikipedia.org/wiki/HTTP_403

QUESTION 5

Which of the following is a set of standard guidelines for ongoing development, enhancement, storage, dissemination
and implementation of security standards for account data protection?

A. FISMA

B. HIPAA

C. PCI-DSS

D. DARPA
Correct Answer: C

Reference: https://library.educause.edu/topics/policy-and-law/pci-dss
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